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This guide will help you start using Policy Patrol Mail Server Tools as quickly as
possible. For more detailed instructions, consult the Policy Patrol manual.

Step 1. Prepare for installation

System requirements
Before installing Policy Patrol, check whether you meet the system requirements:

Policy Patrol Email (32-bit version):

¥ Windows Server 2003 or Windows 2000 Server/Advanced Server (or
Windows XP Professional, Windows 2000 Professional or Windows Vista (apart
from the Home edition) for installation on a separate machine)

M Exchange 2003, Exchange 2000, Exchange 5.5 (or Windows Small Business
Server 2003/2000), Lotus Domino R5/6/7/8 or other mail server.

¥ Microsoft .NET Framework 2.0 (If you do not have this installed the Policy
Patrol installation program will install it for you)

Policy Patrol Email for Exchange 2007 (64-bit version):

M Windows Server 2003 or Windows Server 2008 (64-bit).
M Microsoft Exchange Server 2007 or Windows Small Business Server 2008.

M Microsoft .NET Framework 2.0 (If you do not have this installed the Policy
Patrol installation program will install it for you)

Do I need the 32-bit version or the 64-bit version?

e If you do not have Exchange 2007, you need the 32-bit version.

e If you are installing Policy Patrol on Exchange 2007, you need the 64-bit
version.

e If you have Exchange 2007 but are installing Policy Patrol on a separate
machine, you need the 32-bit version.

= If you have Exchange 2007, you must install Policy Patrol for Exchange 2007

(64 bit). Policy Patrol for Exchange 2007 can be installed on the following roles
(there is no difference in functionality for either role):



= Edge Transport Role
= Hub Transport Role
If you are not installing Policy Patrol on the same machine as Exchange 2007,

you must download the 32-bit version and follow the instructions for installing
Policy Patrol on a separate machine:

E Installing Policy Patrol on a separate machine
(http://www.policypatrol.com/docs/PP6-SeparateMachine.pdf)

= If you have Exchange 2000/Exchange 2003 you can install Policy Patrol on
the Exchange server machine (recommended) or on a separate machine. If you are
installing Policy Patrol on the same machine as Exchange 2000/2003, skip this
section and proceed to 'Step 2. Install Policy Patrol'. If you install Policy Patrol on a
non-Exchange Server machine, Policy Patrol will not process internal mails.
Download the following document for instructions on how to install Policy Patrol on a
separate machine:

'@ Installing Policy Patrol on a separate machine
(http://www.policypatrol.com/docs/PP6-SeparateMachine.pdf)

= If you have Exchange 5.5, you must install Policy Patrol on a separate machine
and forward your mail to the Windows SMTP service on the Policy Patrol machine.
Policy Patrol does not offer internal mail filtering for Exchange 5.5. Policy Patrol can
retrieve your users & groups from Active Directory or Exchange 5.5. Download the
following document for instructions on how to install Policy Patrol with Exchange
5.5:

E Installing Policy Patrol with Exchange 5.5
(http://www.policypatrol.com/docs/PP6-Exchange55.pdf)

= If you have Lotus Domino R5/6/7/8 Mail Server (or another mail server),
you must install Policy Patrol on a separate machine. Policy Patrol does not offer
internal mail filtering for Lotus Domino. Policy Patrol can retrieve Lotus Domino
users & groups and their user properties for the user merge fields. Download
the following document for instructions on how to install Policy Patrol with Lotus
Domino:

'E Installing Policy Patrol with Lotus Domino
(http://www.policypatrol.com/docs/PP6-LotusDomino.pdf)

= Policy Patrol (32-bit and 64-bit) can be installed in a clustered environment. If
you wish to install Policy Patrol 32-bit in an Active/Passive cluster, download the
document below for further instructions (Policy Patrol 32-bit does not support
Active/Active clusters):

'E Installing Policy Patrol in a cluster
(http://www.policypatrol.com/docs/PP6-Clustering.pdf)




Note: You need to purchase an additional server license for the clustered node. The
additional server license cost is found in the price list at
http://www.policypatrol.com/pricing.htm.

= If you have frontend and backend Exchange servers, you must always install
Policy Patrol on the backend server. However if you use email clients that are using
the frontend server to relay their email, you must install Policy Patrol on the
frontend server as well as the backend server.

Note: You need to purchase an additional server license for each additional Policy
Patrol server installation. The additional server license cost is found in the price list
at http://www.policypatrol.com/pricing.htm.

= If you have Policy Patrol 4 or 5 installed, you can perform an upgrade to
version 6 whilst keeping your existing configuration. For further instructions on
this, please consult the following document:

g Policy Patrol 6 Upgrade Guide
(http://www.policypatrol.com/docs/PP6-UpgradeGuide.pdf)

= If you have Policy Patrol 1, 2 or 3 installed, it is not possible to use your
existing configuration files in version 6. To migrate your existing configuration to

version 6, please consult our migration guide at
http://www.policypatrol.com/pp6migrationguide.htm and follow the instructions
on the page.

Step 2. Install Policy Patrol

1. Double-click on PolicyPatrol.exe (32-bit version) or PolicyPatrol2k7.exe (64-
bit version). The Install Program will start up. If you do not have Microsoft .NET
Framework installed, the Policy Patrol installation program will install it for you.

2. In the Welcome screen, click Next.

3. Read the License Agreement and select I accept the terms in the license
agreement and click Next.

4. Select the installation type. If you select Complete, the complete program will be
installed. If you only wish to install the Administration console (for remote
administration), select Administration.

5. Enter your user name, company name and Policy Patrol serial number. If you are
evaluating Policy Patrol, leave the serial number field empty. Click Next.

6. If you did not enter a serial number: A dialog will pop up asking you to select
the evaluation license to be installed. Select Policy Patrol Mail Server Tools
and click Next.



10.

11.

i@ Policy Patrol Email - InstallShield Wizard

Evaluation
Select Evaluation type ~

Please specify evaluation license type:

" Policy Patrol Disclaimers (email disclaimers and signatures)

" Paolicy Patral Spam Filker {anti-spam)

(= Palicy Patrol Mail Server Tools (emall ruies, content checking and mail backupy:

" Policy Patral Mail Security Bundle (all abowe Features)

InstalShield

< Back I Mext = I Cancel |

Note: If you are evaluating Policy Patrol and later wish to try out a different Policy
Patrol edition you can go to <server name> > Security > Licenses, select the
license and click Remove. Policy Patrol will warn that no valid license is found.
Click OK. A dialog will now pop up allowing you to select a new evaluation license

type.

Select the destination folder for the Policy Patrol installation. By default the
program will be installed in C:\Program Files\Red Earth Software\Policy Patrol
Email (32-bit version) or C:\Program Files\Red Earth Software\Policy Patrol Email
for Exchange 2007 (64-bit version). If you wish to change the location, click
Change and select another folder. When you are ready, click Next.

Specify the notification settings. Enter the From:, To:, Cc: and Bcc: fields for the
Policy Patrol notification emails. Policy Patrol notification emails inform you about
evaluation expiry dates, licensing issues and new updates to the program. The
From: display name is pre-configured as Administrator, but you can change this
by entering the following: “Display name” <email address>, i.e. “Joe Bloggs”
<jbloggs@bloggsco.com=>. Click Next.

Select whether you wish to install the Policy Patrol Kaspersky Anti-Virus engine.
Click Next.

Select whether you wish to install the Policy Patrol Web Manager website. This
website is needed if you wish to allow users and Administrators to view
quarantined emails via a web browser (required for the quarantine report). Click
Next.

In order to gain access to the Exchange Information Store for updating Outlook
Sent Items with email modifications, a new Policy Patrol user account must be
created. Specify the User name and Password that Policy Patrol will use. The
installation will automatically assign the correct rights. Please note that if you
want to use an existing account instead of creating a new one, that this account
cannot be a member of the Administrators group. If the account does not yet
exist, leave the option Create this user account enabled so that Policy Patrol
will automatically create the user account. When you are ready, click Next. Note



that this dialog only appears if you are installing Policy Patrol on an Exchange
Server 2007, 2003 or 2000 machine.

i'\%‘ Policy Patrol Email - InstallShield Wizard

Information Store access
W
Specify a user name and password ~/
Specify a user name and password that will be used to access the Microsoft Exchange Information

Stare in order to update Outlook Sent Items with any email madifications, It is recommended ko
create a new account For this purpose.

User name:
IDOEINC\PollcyPatroIIS Browse, .. |
Password:

I»«»«»«»«»«»«»«»«»«»«»«w|

[V Create this user account

InstalShield

< Back. I Mext = I Cancel

12. Click Install to start installing.

13. When the installation wizard has finished copying the files, click Finish.

14. The configuration wizard will now start up. Click Next in the Welcome screen.

15. Specify the location from where you would like to import your users (Active
Directory, Exchange 5.5, Lotus Domino or Manual input). Click Next. (Note: the
64-bit version only includes the Active Directory and Manual Input options.)

16. Specify the server or domain controller and select the users that you wish to
license. You can either license all users or you can select only certain users to be
licensed. For more information on the different options, consult the product

manual. Click Next.

Policy Patrol Email configuration wizard

Select user(s)

(%) Use default domain controller

() Use the following domain controller:

(#) Imnpart all users from Active Directory
[ use the fallowing query filter:

[ use the fallowing search root:

(2 Import the following selected users from Active Directory:
Active directory: Available users: Selected users:
User name i User name

Include non-email enabled groups

< Previous Mext >

17. Select whether you wish to enable Mail Backup. If you enable Mail Backup you
must enter the SQL Server Database settings; enter the IP address or name of
the SQL server or SQL server instance and specify the database name. Enter the



user name and password to be used. Policy Patrol will automatically create the
database for you. If you do not have SQL Server, you can also specify an MSDE or
SQL Server Express database. Click Next to continue.

Policy Patrol Email configuration wizard
{ Mail Backup

ackup options.

Do you want to enable Mail Backup?

") No, do not enable Mail Backup,

(%) Tes, use the following SQL Server database for Mail Backup:
Specify server name or IP address:

SERVERD1L Tiad

Specify database name:
PP_Backup

Specify user name:
Administrator

Specify password:
********l

Info: If the database does not yet exist, Policy Patrol will ereate it for you.

A

18. Select whether you wish to enable reporting. If you enable reporting you must
enter the SQL Server Database settings; enter the IP address or name of the SQL
server or SQL server instance and specify the database name. Enter the user
name and password to be used. Policy Patrol will automatically create the
database for you. If you do not have SQL Server, you can also specify an MSDE or
SQL Server Express database. Click Next to continue.

Policy Patrol Email configuration wizard

‘&Re porting

Do you want to enable reporting?

() No, do not enable reporting
(& ves, use the following SQL server database for reporting:
Specify server name or IP address:
SERVEROL LJ
Specify database name:
PP_Reparting
Specify user name:
Adrninistrator

Specify password:
et s

Infoi If the database does nat yet exist, Policy Patrol will creats it for you.

19. Select whether you wish to view email modifications in Outlook Sent items. If you
select Yes, any modifications that are applied to outgoing emails by Policy Patrol,
such as subject tags and adding or stripping attachments, will automatically show
in Outlook Sent Items (after a few seconds the message in Sent Items will be
replaced with the actual message that was sent). Click Next. Note: This dialog

does not appear if Policy Patrol is not being installed on Exchange Server 2007,
2003 or 2000.



Policy Patrol Email configuration wizard
{

mail modifications
ations in sent ikems,

Do you want email modifications to be viewable in Outlook sent items (for instance disclaimers,
signatures, stripped or added attachments and subject tags)?

(¥ es, please update Gutlook sent items with any email modifications

(0 No, please do not update Qutlook sent items with any email modifications

A

20. In the Configuration complete dialog, click Finish.
Step 3. Configure email security rules

Email security rules are configured from the Rules > Email security rules node.
Select the appropriate folder and click New. Select whether you wish to create a
General rule (all conditions), Content rule (subject & body conditions) or
Attachment rule (attachment conditions). The Rules wizard will guide you through
the users, directions, conditions, exceptions and actions for the rule. The program
already includes a number of sample rules. You can edit these or create your own.

Tip: If you are quarantining messages that meet certain conditions, for instance
messages that contain offensive or confidential content, it is a good idea to configure
a quarantine report that sends a message to the manager or Administrator with the
emails that were quarantined. This allows the reviewer to check the quarantined
emails and take appropriate action. Note that for a user to be able to view another
user’'s emails, you must create an Administrator quarantine report. A sample
‘Offensive  messages report’ is already configured in Monitoring folders =>
Quarantine reports. To enable it, right-click and choose Enable. Note that the
quarantine report requires the Policy Patrol Web Manager to be installed. If you do
not have this installed you can install it by going to Start > Settings > Control
Panel > Add or Remove programs and modifying the Policy Patrol installation.



Offensive messages report properties

Users Send report from:

"administrator” <administrator@redearthsoftware com= L]
Folders To:
“administrator” <administrator@redsarthsaftware.com > L.J
Subject:
Scheduling Offensive messages repart
M :
Description £ssa8e
The messages below contain offensive words. If a message was wronagly quarantined, please
Modified deliver it

Show the following deliver/delete options in report:
Deliver

Deliver & white list

Delete

[] Delete & black list

Report description:

This quarantine report will generate report(s) for all users and includes selected folders,
Reports will be generated using a hourly schedule

A

Step 4. Configure compression rules

To configure compression rules, go to Rules > Compression rules. The program
already includes a number of sample rules. You can edit these or create your own. To
create your own rule, select the appropriate folder and click New. The Rules wizard
will guide you through the users, directions, conditions, exceptions and actions for the
rule. To compress attachments, select the action Compress attachment(s). You
will be able to select from a number of compression options.

Compress attachment(s)

(¥) Compress all attachments into one archive
Specify archive name:
Attachments.zip
(7 Compress each attachment into a separate archive
Options:
() Use maximum compression
(& Use narmal compression
(73 Use na compression (store)
[] use Deflatecd method

[ Password protect archive(s)
Specify password:

Canfirmn password:

Z|

Step 5. More information
= Below is a list of the most frequently asked questions:
1. I'm having problems enabling the junk mail folder

2. Spam filter is letting spam through
3. White listed messages are still being blocked



No ok

How can | configure user based anti-spam?
Does Policy Patrol support clustering?

If I purchase do | need to reinstall the software?
Policy Patrol is not processing any messages

The answers to these questions and more can be found in our knowledge base at:

http://www.policypatrol.com/kb.asp

For more information on how to configure Policy Patrol, please download the

product manual from:

http://www.policypatrol.com/download.htm.

If you have any technical or configuration questions please send an email to:

support@redearthsoftware.com.

If you require any assistance, please contact us at one of the following

offices:

Red Earth Software, Inc.

595 Millich Drive, Suite 210
Campbell, CA 95008

United States

Toll-free: 1-800-921-8215

Phone: (408) 370 9527

Fax: (408) 608 1958

Sales: sales@redearthsoftware.com

Support: support@redearthsoftware.com

Red Earth Software Ltd

Sonic House, Suite 301

43 Artemidos Avenue

6025 Larnaca

Cyprus

Tel: +357-24 828515

Fax: +357-24-828516

Sales: sales@redearthsoftware.com
Support: support@redearthsoftware.com

Red Earth Software (UK) Ltd

20 Market Place

Kingston-upon-Thames

Surrey KT1 1JP

United Kingdom

Tel: +44-(0)20-8328 9830

Fax: +44-(0)20-8711 5771

Sales: sales@redearthsoftware.co.uk
Support: support@redearthsoftware.co.uk




