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1 Introduction 

olicy Patrol Archiver can archive electronic records, including email messages and 
attachments as well as files on client nodes, into one central database. Archived items are 
available to Administrators, Compliance Officers, Users and Auditors using permission 
based roles. 

1.1 Why should you archive your data? 

Whether it is for legal or industry compliance reasons, to reduce the Exchange Server load or to 
safeguard one of your company’s most valuable knowledge resources, any company, small and 
large, needs to archive their electronic records. These are some of the business advantages of 
using Policy Patrol to archive your electronic records: 

• Aid compliance: Archive emails to meet all regulatory requirements 
• Ease eDiscovery process: Quickly retrieve emails on court order. 
• Decrease storage: Move emails to the archive (optionally leave a message stub). 
• Optimize knowledge management: Utilize your data as a knowledge resource. 
• Boost performance: Reduce Exchange Server load and speed up disaster recovery. 
• Decrease IT workload: Users search and restore their own messages and files. 
• Meet auditor requirements: Only provide access to emails that the auditor requests. 
• Enforce retention policy: Set life cycle management on emails. 
• End frustration: No longer force users to delete emails or wait for IT to retrieve 

them. 

1.2 Policy Patrol highlights 

Policy Patrol Archiver offers the following capabilities: 
 

• Stores emails & attachments. 
• Easily flags only selected emails for review, if auditors require a site visit. 
• Supports SQL Server, but can also archive to the file system and use SQL Server or 

SQL Server Express for indexing. 

Chapter 

1 
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• Applies labels to categorize emails and documents for knowledge management. 
• Reduces database size with single instance storage and compression. 
• Saves in original format, including original headers and tags. 
• Continues to work during server failure (records are queued for archival). 
• Audit logs to see who accessed, restored, or deleted records. 
• Can exclude mailboxes and/or folders, such as junk mail folder, from archiving. 
• Utilizes Active Directory groups for user permissions. 
• Does not archive spam and junk mail by excluding the junk mail folder. 

1.3 Why Policy Patrol? 

Policy Patrol Archiver helps companies achieve record retention and e-discovery compliancy 
while at the same time reducing the Exchange Server load through message stubbing and 
message removal from Exchange Server. Policy Patrol Archiver offers advanced search 
capabilities that allow users to track down emails quickly and efficiently. 

1.4 Conventions 

Conventions used in this manual: 

§ Bold text is used to signify a selection or button, for instance the Deliver button, or the 
option Move to Folder. 

§ Courier font is used to signify text that must be entered in the program, for instance 
enter pricelist and click Search to search for the term. 

§ Paragraph and chapter names are listed in between parentheses, for instance for 
instructions on how to install Policy Patrol, consult chapter 2 ‘Installation’. 

§ Keys are displayed in capitals and in between brackets, such as [CAPS], [TAB] or 
[DELETE]. 

§ Throughout the manual there are Tips, Info and Notes that contain useful information: 

Note type: Contains: 

Tip Useful information to get the best out of Policy Patrol 
Info More in-depth, background information 
Note Important notes that you should be aware of 
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2 Installation 

his chapter describes the steps for installing the different Policy Patrol Archiver 
components and their system requirements. The Policy Patrol Archiver Server must be 
installed first, the rest of the components can be installed in any order. 

2.1 Introduction 

Policy Patrol Archiver includes different components that can be installed on separate machines. 
The only component that must be installed on the Exchange Server machine is the Exchange 
Server Agent.  

• Policy Patrol Archiver Server 

• Policy Patrol Archiver Web Interface 

• Policy Patrol Archiver Exchange Server Agent 

!  Note 

The Policy Patrol Archiver Server must be installed first; the rest of the components can be 
installed in any order. 

2.2 Installing the Archiver Server 

The Archiver Server is the component that archives the messages, attachments and files 
into the database. The Archiver Server must be installed before any of the other 
components can be installed. 

2.2.1 Pre-requisites 

 
The following programs need to be installed on the machine: 

Chapter 
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• .NET Framework 2.0 (if you do not have this installed, Policy Patrol will download and 

install it for you) 
• Active Directory 
• Microsoft Message Queuing 
• Microsoft SQL server 2005 or later or SQL Server Express 2005 or later with 

Advanced Services (Note however that SQL Server Express has a 4 GB database size 
limit).  
 
Important: SQL Server Authentication must be enabled, and the option Enforce 
password expiration must be disabled (see instructions in the paragraphs below). 

!  Note 

SQL Server Express 2008 with Advanced Services can be downloaded for free from: 
http://www.microsoft.com/downloads/details.aspx?familyid=B5D1B8C3-FDA5-4508-
B0D0-1311D670E336&displaylang=en. 

The following software is recommended to be installed (to enable metadata extraction): 
 

• Microsoft Office or IFilters for Office documents 
• Adobe Acrobat Reader or IFilter for Adobe Acrobat Reader 
• Any other software that registers IFilter indexing components. 

!  Note 

Policy Patrol Archiver can make use of IFilters to extract MetaData from files. Some IFilters 
(such as text file and HTML file IFilters) are installed with Windows. Others can be 
downloaded and installed separately, such as Pdf and Office IFilters, by going to the 
following web page:  

Microsoft Office: 
http://www.microsoft.com/downloads/details.aspx?FamilyId=60C92A37-719C-4077-
B5C6-CAC34F4227CC&displaylang=en.  

Pdf: http://www.adobe.com/support/downloads/detail.jsp?ftpID=2611 

Other IFilters: http://www.ifilter.org/Links.htm 

2.2.1.1 Creating the MS SQL PPA user 

Policy Patrol requires a Microsoft SQL user with SQL Server Authentication enabled. You can use 
the default ‘sa’ user or create a new user, but for both cases you must make sure that the SQL 
user meets the following requirements: 
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• The	
  SQL	
  user	
  must	
  have	
  the	
  following	
  permissions:	
  
o Connect	
  SQL	
  
o Create	
  any	
  database	
  
o Alter	
  settings	
  

• The	
  SQL	
  user	
  must	
  have	
  the	
  following	
  roles	
  assigned:	
  
o db_creator	
  
o db_owner	
  
o public	
  

• The	
  SQL	
  user	
  must	
  be	
  able	
  to	
  run	
  the	
  following	
  commands:	
  
o sp_fulltext_database	
  
o sp_fulltext_catalog	
  
o sp_configure	
  

 
Here are the steps you need to follow in order to set up a new SQL user for the Policy Patrol 
Archiver installation: 

1. On the MS SQL machine open the Microsoft SQL Server Management Studio window. 
2. Select Windows Authentication > Connect. 
3. Go to Security > Logins > New Login. 
4. Set Login name (for example:ppa). 
5. Select SQL Server Authentication. 
6. Uncheck the Enforce password expiration option. 

 

 
 

7. Go to Server Roles > check dbcreator and public roles. Click OK. 
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8. Run the following queries: 
 
grant alter settings to ppa 
 

9. The “Command(s) completed successfully” message is displayed. 
10. This user can now be used in the Policy Patrol Archiver Server installation. 

2.2.1.2 Enabling SQL Server Authentication 

Policy Patrol requires SQL Server Authentication to be enabled. To enable SQL Server 
Authentication, please follow the next steps (make sure you are logged on as Administrator): 

1. Open SQL Management Studio. 
2. Go to Security > Logins. 
3. Right-click on the SQL user (by default this is ‘sa’) and select Properties.  
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4. Click on Status, and select Enabled under Login. Click OK. 
5. Select <server name> (the top item in the tree), right-click and select Properties. 

 

 
 

 
6. Click Security. Under Server Authentication, select SQL Server and Windows 

Authentication mode. Click OK. 
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2.2.1.3 Disabling Enforce Password Expiration for SQL user 

Policy Patrol requires the option ‘Enforce Password Expiration’ to be disabled. To disable Enforce 
password expiration for a SQL user, please follow the next steps (make sure you are logged on 
as Administrator): 

1. Open SQL Management Studio. 
2. Go to Security > Logins. 
3. Right-click on the SQL user (by default this is ‘sa’) and select Properties.  
4. Click on General, and disable the Enforce password expiration. Click OK. 

 

 

2.2.2 Installation 

To install Policy Patrol Archiver Server follow the next steps: 

1. Double-click on PPAServer.exe. The Install Program will start up. If you do not have 
Microsoft .NET Framework installed, the Policy Patrol installation program will install it for 
you. 

2. In the Welcome screen, click Next. 

3. Read the License Agreement and select Yes to accept the agreement 

4. Enter your customer information and Policy Patrol serial number. If you are evaluating 
Policy Patrol, don’t enter a serial number to use Policy Patrol for 30 days. Click Next. 
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5. Select the destination folder for the Policy Patrol installation. By default the program will 
be installed in C:\Program Files\Red Earth Software\Policy Patrol Archiver. If you wish to 
change the location, click Change and select another folder. When you are ready, click 
Next. 

 

6. Enter or select the database server to be used for archiving. The database must be SQL 
Server 2005 or SQL Server Express 2005 or later with Advanced Services (Note however 
that SQL Server Express has a 4 GB database size limit). Important: SQL Server 
Authentication must be enabled and the option Enforce password expiration must be 
disabled for the SQL user. Enter the login ID and Password. Policy Patrol will create two 
databases: PPA_MDB (Data Storage) and PPA_MMDB (Metadata Storage). If you want to 
store your data on the file system, you will be able to configure this later from the web 
interface. Click Next to continue. 

!  Note 

For instructions on how to configure SQL Authentication, please consult the chapter 
‘Troubleshooting’. 
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7. Click Install to confirm the installation. If you want to review or change your installation 
settings, click Back.  

8. In the Installation wizard complete dialog, click Finish. 

2.2.3 Policy Patrol user groups 

Policy Patrol Archiver can be used by four different user groups, based on their role within the 
organization: 

• Policy Patrol Archiver Administrators (can configure program, add licenses, install 
components, and search their own records, however they have no access to other user’s 
records).  

• Policy Patrol Archiver Compliance Officers (can view and restore all users’ records, 
delete records, confirm deletion of records marked for deletion, mark items for the 
Auditor’s review, and export data onto WORM). 

• Policy Patrol Archiver Users (can view and restore their own records, but cannot 
delete). Users who are configured as Managers in Active Directory, will automatically be 
able to view their own records as well as their subordinate users’ records. 

• Policy Patrol Archiver Auditors (can only view the records that have been marked for 
the Auditor’s review) 

After installation, the above user groups are added to Active Directory Users and Computers. By 
default the Domain Administrators are a member of the Policy Patrol Archiver Administrators: 

Group Default members 

Policy Patrol Archiver Administrators Domain Administrators 
Policy Patrol Archiver Compliance Officers No default members 
Policy Patrol Archiver Users No default members 
Policy Patrol Archiver Auditors No default members 
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In order to allow users to view and search their own records, you must add them to the Policy 
Patrol Archiver Users group. If you want to allow access for all users, you can select the Domain 
users group. You must also select the member(s) of the Policy Patrol Archiver Compliance 
Officers group, who will have access to all records. The Policy Patrol Archiver Auditors group is 
meant for Auditors who have requested a site visit and require access to certain records. It is 
advisable to create a separate user account (for instance ‘Auditor’) and then to make this user 
account a member of the Policy Patrol Archiver Auditors group. 

!  Note 

No user will be able to access their own emails or files until they are added to the Policy 
Patrol Archiver Users group in Active Directory. In order to access the Web Interface, users 
with Policy Patrol Archiver User rights should have Domain Users set as Primary Domain 
group. 

2.3 Installing the Web Interface 

The Web Interface is used to search and retrieve emails and files, as well as administer the 
program. 

2.3.1 Pre-requisites 

The following programs need to be installed on the machine: 
 

• .NET Framework 2.0 (if you do not have this installed, Policy Patrol will download and 
install it for you) 

• Internet Information Services (IIS) version 6 
• If you have Windows 2008 Server: When installing on systems with IIS 7 

(Windows 2008 Server) you need to install the Web Server (IIS) role with the 
following services: 

- Application Development -> check ASP.NET 
- Security -> check Windows Authentication 
- Management Tools -> IIS 6 management Compatibility -> check the IIS 6 

Metabase Compatibility 
For more information on how to do this, please consult the following paragraph: 
8.1.8 Installing Policy Patrol Archiver Web Interface on 2008 Server machine 

• If you have Windows 2008 SBS: When installing on Windows 2008 SBS, you 
must remove the DynamicCompressionModule and StaticCompressionModule from 
the Policy Patrol Archiver Web Interface IIS site application. For instructions on how 
to do this, please follow the instructions in the following paragraph: 8.1.10
 Installing the Policy Patrol Archiver Web Interface on Windows Small Business 
Server 2008 
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2.3.2 Installation 

To install the web interface follow the next steps: 

1. Double-click on PPAWeb.exe. The Install Program will start up. If you do not have 
Microsoft .NET Framework 2.0 installed, the Policy Patrol installation program will 
download it for you. 

2. In the Welcome screen, click Next. 

3. Read the License Agreement and select Yes to accept the agreement 

4. Enter your user name and organization name and click Next.  

 

5. Select the destination folder for the Policy Patrol installation. By default the program will 
be installed in C:\Inetpub\wwwroot\ppa. If you wish to change the location, click Change 
and select another folder. When you are ready, click Next. 

 

6. Click Install to confirm the installation. If you want to review or change your installation 
settings, click Back.  
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7. In the Installation wizard complete dialog, click Finish. If you installed on a Windows 
2003 Server machine, the installation has finished at this step and you can go straight to 
step 10. 

8. When installing on a machine with IIS7 (Server 2008) you need to go to Start -> 
Control Panel -> Administrative Tools -> Internet Information Services (IIS) Manager. Go 
to Application Pools -> right click on PolicyPatrolArchiverAppPool -> choose Advanced 
Settings -> under the General section ->set Enable 32-Bit Applications to True. Click OK.  
 

9. Restart (Stop and then Start) PolicyPatrolArchiverAppPool. 
 

10. Open the Policy Patrol Archiver Web interface using the IP address from the 2008 
machine (http://machine_IP/ppa). The Web Interface should be available. 
 

11.  * After installing on Windows 2008 SBS you need to: 
1. Open IIS (make sure a backup is available). 
2. Click on the server module node at the top of the left hand tree and choose 
"Modules". 
3. Right click on DynamicCompressionModule and choose Unlock 
4. Right click on StaticCompressionModule and choose Unlock. 
5. Open desired websites -> Open Modules. 
6. Right click on DynamicCompressionModules and choose Remove. 
7. Right click on StaticCompressionModule and choose Remove. 
8. Perform an IISReset: Go to Start-> Run ->cmd [enter] -> iisreset [enter]. 
9. Make sure that the Default Web Site is started. 

a) Open Internet Information Services (IIS) Manager from Administrative 
Tools. 

b) Expand the server node. 
c) Go to Sites and click on Default Web Site. 
d) From Actions section click Start. 

10. Open the Policy Patrol Archiver Web interface: http://[hostnameorip]/ppa.	
  

2.4 Installing the Exchange Server Agent 

This component is used to retrieve a copy of the messages in the Exchange Information Store 
and submit them for archiving. The Exchange Server Agent must be installed on the Exchange 
Server machine. 

2.4.1 Prerequisites: 

The following programs need to be installed on the same machine: 
 

• .NET Framework 2.0 (if you do not have this installed, Policy Patrol will download and 
install it for you) 

• Microsoft Exchange Server 2003/2007 
• If you have Windows 2008 SBS: When installing on Windows 2008 SBS, make 

sure that the Update Rollup 1 for Exchange Server 2007 Service Pack 1 (KB945684) 
is installed:  
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http://www.microsoft.com/downloads/en/details.aspx?displaylang=en&FamilyID=c2
9a6aa8-ca44-43ea-a88f-7500c4bd3d31 

!  Note 

The Policy Patrol Archiver Exchange Server Agent must be installed on the Exchange 
Server machine. 

2.4.2 Installation 

To install the Exchange Server Agent follow the next steps: 

1. Double-click on PPAExchangeAgent.exe. The Install Program will start up. If you do 
not have Microsoft .NET Framework 2.0 installed, the Policy Patrol installation program 
will download it for you. 

2. In the Welcome screen, click Next. 

3. Read the License Agreement and select Yes to accept the agreement 

4. Enter your user name and organization name and serial number. If you are evaluating 
Policy Patrol, don’t enter a serial number to use Policy Patrol for 30 days. Click Next. 

 

5. Select the destination folder for the Policy Patrol installation. By default the program will 
be installed in C:\Program Files\Red Earth Software\Policy Patrol Archiver. If you wish to 
change the location, click Change and select another folder. When you are ready, click 
Next. 
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6. Enter the password for the Policy Patrol account that will be used to access mailboxes. It 
is recommended to create the account as specified, however it is possible to use an 
existing account but this cannot be a member of the Administrators group. 

 

7. Click Install to confirm the installation. If you want to review or change your installation 
settings, click Back.  

8. In the Installation wizard complete dialog, click Finish. 

2.5 Checklist 

After installing the different components, make sure that you configure the following from the 
Web Interface: 

1. Add users to the Policy Patrol Archiver Users and Policy Patrol Archiver Compliance Officer 
groups in Active Directory. 

2. Configure maintenance of the archive and optional alerts by going to Archives > 
<Server name> > Maintenance (Chapter 4) 

3. Select the mailboxes to be archived by going to Agents > Exchange Server > 
<Server name> > Mailboxes (see Chapter 5).  
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4. Import existing messages in the information store into the Archive database by going to 
Agents > Exchange Server > <Server name> > Import (see Chapter 5). 

5. Configure maintenance for the Exchange Information Store including automatic deletion 
and message stubbing by going to Agents > Exchange Server > <Server name> > 
Maintenance (see Chapter 5).  

6. Install IFilters for the file types you wish to search the contents for. Some IFilters (such 
as text file and HTML file IFilters) are installed with Windows. Others can be downloaded 
and installed separately, such as Pdf and Office IFilters, by going to the following web 
page: http://www.ifilter.org/. 

2.6 Uninstalling Policy Patrol 

When uninstalling Policy Patrol Archiver, uninstall each component from Add or Remove 
programs. Make sure however, that you uninstall Policy Patrol Archiver Server last. 
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3 Policy Patrol web interface 

his chapter describes the web interface that is used to search and retrieve emails and 
files and configure Policy Patrol program options. 

3.1 Web interface 

The Policy Patrol Archiver web interface is used to search and retrieve emails as well as configure 
program options. To open up the web interface, go to 
http://<PolicyPatrolArchiverHostName>/ppa. For example if the Policy Patrol Archiver Server is 
installed on Server1, the address would be as follows: http://Server1/ppa. 

3.2 Policy Patrol user rights 

Below is a breakdown of rights that are available to each different Policy Patrol user group: 

Rights 

A
dm

in
is

tr
at

or
 

C
om

pl
ia

n
ce

 
O

ff
ic

er
 

U
se

r 

A
u

di
to

r 

Search their own records Yes Yes Yes Yes** 
Search other user’s records No Yes No* No 
Restore their own records Yes Yes Yes No 
Restore other user’s records No Yes No* No 
Export their own records Yes Yes Yes Yes** 
Export other user’s records No Yes No* No 
Delete their own records No Yes No No 
Delete other user’s records No Yes No No 
Restore to default location Yes Yes Yes No 
Restore to custom location No Yes No No 
Verify integrity No Yes No No 
Confirm deletion from Archive No Yes No No 
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Confirm deletion from Information Store No Yes No No 
Add Policy Patrol license Yes Yes No No 
Configure Archive Maintenance Yes Yes No No 
Configure Exchange Maintenance Yes Yes No No 
Mark items for the Auditor’s review No Yes No No 
Access audit log No Yes No No 
 

* A user may only search, restore or export another user’s items if they have been marked as their 
manager in the Active Directory. 

** An Auditor can only search or export items that have been marked for the Auditor by a Compliance 
Officer.
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4 Archives 

his chapter describes the different options that can be configured for each Policy Patrol 
Archive, including queue monitor, storage, metadata, maintenance, licensing and vault 
management. 

4.1 Archive Queue Monitor 

Go to Archive > <Archive machine name> > Queue Monitor. The Queue Monitor screen 
shows in real-time the total number of items processed (since the last Windows startup) and the 
number of items currently in the queue. The screen is automatically refreshed every 10 seconds. 

4.2 Archive Storage 

In Storage, the Metadata storage location and the Data storage location(s) are shown. New Data 
Vaults can be created and set as default, and alerts can be configured when the database 
reaches a certain size. 

 

Chapter 

4 

T 



 

4  A R C H I V E S  

 

 
 

 
Policy Patrol Archiver manual 

Version 1 
25 

4.2.1 Metadata storage 

This section shows the size of the Metadata database. The Metadata is the data that has been 
extracted from the original source and is used to search for messages, attachments and files. For 
email messages this includes the subject, attachment name, date, sender, and recipient. For files 
this can be name, description, keywords, date, and owner. The Metadata must always be stored 
in a database. This database can be Microsoft SQL Server, but also SQL Server Express with 
Advanced Services. During the Policy Patrol Archiver Server installation, the Metadata storage 
database (PPA_MMDB) is created.  

!  Note 

The maximum allowed Metadata Storage size is 999999 GB. 

 

If you would like to receive a notification when the database reaches a certain size, click on Edit 
Alert next to Metadata size limit. Enter at which database size you would like to receive an 
alert, and enter the sender and recipient addresses. Multiple recipients can be added on a 
separate line. Enter the SMTP Server name or IP address and the Port number (usually 25). Click 
Save. Policy Patrol Archiver will check the size of the database every 3 hours and send a 
notification if the size has been reached. 

4.2.2 Data storage 

This section shows where the data is being stored. The data is the actual email message or file 
that was archived. The data can be stored in a database (Microsoft SQL Server or SQL Server 
Express) or on a file system. By default, the data is stored in the PPA_MDB database that was 
created during installation of the Policy Patrol Archiver Server. 
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A list of available Data Vaults is shown. To edit an existing Data Vault, check the box next to it 
and click on Edit Data Vault. 

 

If you would like to receive a notification when the database reaches a certain size, select the 
Data Vault and click on the Edit Alert button. Enter at which database size you would like to 
receive an alert, and enter the sender and recipient addresses. Multiple recipients can be added 
on a separate line. Enter the SMTP Server name or IP address and the Port number (usually 25). 
Click Save. Policy Patrol Archiver will check the size of the database every 3 hours and send a 
notification if the size has been reached. 

The default Data Vault is the vault where newly submitted messages and files are archived. If 
you wish to set a different Data Vault as the default, select the Data Vault and click the button 
Set as Default. 

You can check whether the Data Vault is online or offline by selecting the checkbox and clicking 
Verify Status. Note that users can still search for items in Offline Data Vaults. However when 
the user tries to open the item a message will be shown stating that the message or file is not 
available. When the Data Vault is brought back online, the users will be able to open the items 
again.  

You can create a new data vault by clicking on the New Data Vault button. You will be asked to 
enter a Name, Description, and Driver. The Driver depends on where you want to store the Data. 
Select Microsoft SQL Server if you are storing the data in Microsoft SQL Server or SQL Server 
Express. Select Microsoft SQL Server + File System if you wish to store the data on the file 
system (see next paragraph). Enter the Server name, Database name, user name and 
password. If you want this vault to become the default data vault, select the option Set as 
default data vault and click OK. 

It is recommended that each Data Vault using the File System should use a different storage 
folder (default %SYSTEMDRIVE%\Archive). In other words, two different data vaults should not 
use the same folder. 
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4.2.3 Storing data on the file system 

If you would like to store the data on the file system rather than in a database, you can do so by 
creating a new data vault. Click on New Data Vault. Enter the name and description for the 
new data vault. As the Driver, select Microsoft SQL Server + File System. Even though the 
data is stored on the file system which reduces the Data Storage Database size significantly, a 
Microsoft SQL Server or SQL Server Express database is still needed for the Data Storage. Enter 
the server, database, user and password of the database for the Data Storage. In Folder, enter 
the path of the location where the files should be stored, i.e. C:\PolicyPatrolArchiver. Select Set 
as default data vault and click OK. All new data will now be stored in this location. 

 

4.3 Archive Metadata 

In MetaData, all the enabled extractors are listed. Extractors are used to extract additional 
metadata from messages and files to be used for searching. For instance Office files include 
metadata such as description and keywords, and Pdf files can include a title, description, 
and keywords. With the metadata extractor enabled, Policy Patrol will be able to search on 
this metadata as well as searching for the name of the file and its contents. Note that the 
data will be stored regardless of whether the Extractor is enabled, the Extractor simply 
makes the metadata searchable.  
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4.3.1 Email Metadata Extractor 

This extractor reads .eml files (email messages). It extracts the following metadata from 
the email message: 
  

• Message ID 
• Message class 
• Date created 
• Date sent 
• Message has attachments (true/false) 
• Message is encrypted (true/false) 
• Message is digitally signed (true/false) 
• Message has read receipt request (true/false) 
• Message has delivery receipt request (true/false) 
• Importance 
• Priority 
• From: 
• Sender (x-sender) 
• Reply-To: 
• To: 
• Cc: 
• Subject 
• Recipients (x-receiver) 
• Message format (HTML/RTF/Plain text) 

 
If the option Extract attachment metadata is selected (click on the arrow to the left of 
the option) this extractor will also extract the Metadata for any attachments to the email. 
 

  Info 

The message body is extracted by the Document Content Extractor, not the Email 
Metadata Extractor. 
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4.3.2 Office Metadata Extractor 

  
This Extractor reads .pdf, .docx, .docm, .dot, .dotx, .xls, xlsx, .xlsm, .xlsb, .xla, .xlam, .ppt, 
.pptx, .pptm, .vsd files.  
 

!  Note 

In order for Policy Patrol to extract metadata from Office 2007 documents, the Office 
2007 Compatibility Pack must be installed. This pack can be downloaded from:  
http://www.microsoft.com/downloads/details.aspx?FamilyID=941b3470-3ae9-4aee-
8f43-c6bb74cd1466).  

The following Metadata is extracted: 
  

• Title 
• Subject 
• Author 
• Manager 
• Company 
• Category 
• Status 
• Keywords 
• Comment 

 

  Info 

The content of Office documents is extracted by the Document Content Extractor, 
not the Office MetaData Extractor. 

4.3.3 PDF Metadata Extractor 

  
This extractor reads .PDF files and attempts to extract the following metadata: 
  

• Creator 
• Producer 
• Author 
• Title 
• Subject 
• Keywords 
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  Info 

The content of Pdf documents is extracted by the Document Content Extractor, not 
the Pdf MetaData Extractor.  

4.3.4 Document Content Extractor 

  
This Extractor will attempt to extract content out of files by making use of IFilters. The more 
IFilters there are installed, the more file types that Policy Patrol can process. IFilters are 
automatically installed by certain products and additional ones can be downloaded. For 
instance text file and HTML file IFilters are already installed with Windows. To extract 
content from other document types, such as Office and Pdf documents, download and install 
the appropriate IFilters on the Policy Patrol Archiver Server from the following link:  
 
http://www.microsoft.com/downloads/details.aspx?FamilyId=60C92A37-719C-4077-B5C6-
CAC34F4227CC&displaylang=en 
 

4.3.5 Zip Metadata Extractor 

  
This Extractor processes .zip files. It attempts to extract the Comment metadata from the 
Zip file, as well as all the files within the Archive. The Extractor will then submit these files 
to the other Metadata Extractors for further processing. 

4.4 Archive Maintenance 

Policy Patrol allows you to automatically delete messages older than a certain number of 
days or years. Policy Patrol can either delete the messages or files right away or it can 
queue the messages marked for deletion and require a Compliance Officer to approve the 
deletion first. If you want the deletion to be confirmed first, you must select the option 
Require Compliance Officer confirmation before deleting items. When you have 
made your change, click Save changes. 
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4.5 Archive Licensing 

 
In Licensing, the general licensing information is shown. If the serial number will expire, the 
date of expiration is shown. You can enter a Policy Patrol Archiver Server serial number by 
entering it in the field and clicking on the plus sign. To remove a license, click on Remove 
license.
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5 Exchange Server Agents 

xchange Server Agents are installed on the Exchange Server and retrieve messages for 
archiving from the Exchange Information Store. This chapter describes the different 
Administration options that are available for Exchange Server Agents. 

5.1 Mailboxes 

Go to Agents > Exchange Server > <HOST> > Mailboxes. Select the mailboxes and public 
folders that you wish to archive in the Policy Patrol Archiver database. To archive the contents of 
a mailbox or public folder, place a checkmark in the checkbox next to it. If you want to archive 
all mailboxes and public folders, select Check All next to the Mailbox Store and Public Folder 
Store. If you do not want to archive the contents of a mailbox or public folder, make sure that 
the checkbox is not checked. After making your selections, click Save changes. 
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5.1.1 Excluded folders 

By default a number of mailbox folders are excluded from archiving, such as Calendar, Drafts, 
Junk Mail, Contacts and Tasks. If you want to enter more folders, enter the folder name and click 
on Insert. Enter the folder path following Mailbox, i.e. the Contacts folder should be entered as 
\Contacts\ and a subfolder in the inbox should be entered as \Inbox\Subfolder\. 

To edit a folder name, click on Edit and change the name. To save the change, click on Update. 
To cancel the editing, click Cancel. To delete a folder, select Delete next to it. 

When you are done making your changes, click Save changes. 

5.1.2 Maintenance 

Policy Patrol offers two options for Exchange Information Store maintenance; deletion of email 
messages and message stubbing. Both options can be used in conjunction, for instance Policy 
Patrol can delete messages older than 2 years from the Information Store, and ‘stub’ messages 
older than 6 months. 

Message stubbing is usually used to improve Exchange Server performance and decrease the 
Exchange Server storage. Actual message deletion is usually used when retention policies no 
longer require the messages to be archived, for instance after 6 years for certain organizations. 

5.1.2.1 Information store deletion 

The Exchange Server Agent includes the option to automatically delete messages older than a 
certain number of days or years from the Exchange Information Store. For instance to 
automatically delete messages older than 1 year, select the option Automatically delete 
emails older than, enter 1 and select Years from the drop-down box. When you are done, 
click Save changes. 
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If this option is selected, Policy Patrol will mark any eligible messages for deletion (the status of 
these messages will change to ‘Pending deletion from Information Store’). The messages can 
only be actually deleted from the Information Store by the Compliance Officer. To do this, the 
Compliance Officer will click on the button ‘x items need approval’ in the top-right corner, select 
the items pending for deletion and hit the Delete button. When this is done, the items will be 
removed from the Exchange Information Store without leaving any trace. 

5.1.2.2 Message stubbing 

Policy Patrol can also replace the email body in the information store with a message stub, still 
showing the subject, sender, recipient and date in Outlook. When the user opens the message, a 
link will be displayed to restore the original message to Outlook. The advantage of message 
stubbing is that the message is still (partly) available to the user, whilst still offering the 
Exchange storage savings. 

5.1.3 Import 

When the Exchange Server Agent is installed, the program will archive new messages that arrive 
in the Information Store. If you want to import the messages that are already in the Information 
Store, you must go to Import and click on Start Import. If at a later stage you were to press 
the Start Import button again, Policy Patrol will proceed to import any items that were not 
imported the previous time. If you wish to reimport all messages (including messages that were 
imported previously), click on Reimport All. This will not cause duplicated messages, even if 
some messages were already previously archived. 
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5.1.4 Licensing 

In Licensing, the general licensing information is shown. If the serial number will expire, the 
date of expiration is shown. You can enter a Policy Patrol Archiver Exchange Server Agent 
serial number by entering it in the field and clicking on the plus sign. To remove a license, 
click on Remove license.
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6 Search 

olicy Patrol allows you to do simple and advanced searches in order to find and retrieve 
the required messages and files. This chapter explains how to perform simple and 
advanced searches. 

6.1 Policy Patrol web interface 

Archived emails and files can be searched, restored and exported from the Policy Patrol Archiver 
web interface. To open up the web interface, open up a web browser and go to http://<server 
name>/ppa. For example if the Policy Patrol Archiver Server is installed on Server1, the 
address would be as follows: http://Server1/ppa. 

6.2 Simple Search 

To do a simple search, enter the text you want to search on in the Search box and click Search. 
Optionally you can also select the Archive you want to search in, and the Item type. The search 
results will be displayed. To open up an email or file, double-click on the item. If it is an email, it 
will be opened in Outlook or Outlook Express (depending on which program you select). 

By default the search is inflectional, in other words it expands the search phrase to search on all 
conjugations and declensions of each word in the search phrase. For instance, if you enter 
pricing it will return search results with ‘price’, ‘prices’, and ‘pricing’. If you enter meeting, it 
will return search results with ‘meet’ as well as ‘meeting’. 

You can use the wild card * to indicate any number of characters, for instance if you want to 
search for anything that starts with the word ‘price’, you can enter price*. This will find files and 
emails that for instance contain the words ‘price list’ or ’prices’.  

If you want to search on an exact phrase, enter the phrase in between “”. For instance if you 
search on Policy Patrol (without quotation marks), the search results will return records with 
‘Email Policy’, ‘Police Patrol’, ‘Patrolling car’ etc. If you search on “Policy Patrol”, the search 
results will only return records that include the exact phrase. 
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!  Note 

The search is only inflectional for words from the default full-text language. If the 
search word is in a different language than the database server full-text language, 
the search will not be inflectional and will return only exact matches. For instance, if 
your default database language is not English and you search for ‘pricing’, the 
search will only return results for ‘pricing’. More information about the default full-
text language can be found at: http://msdn.microsoft.com/en-
us/library/ms180854.aspx 

6.3 Advanced Search 

To start an Advanced search, click on the Advanced search link next to the Search box. 
Different search fields will be available, depending on the item type selected. To combine 
multiple search conditions, click on the green + sign. Another search row will appear. Start by 
selecting the AND, OR or NOT operator and then select the relevant search criteria. If AND is 
selected, both search conditions must be met. If OR is selected, either search conditions must be 
met. If NOT is selected, the condition will be excluded from the search results. To remove a row, 
click on the red cross. When you are done entering the Search criteria, click Search to start the 
search. 

For example, if you want to search on emails containing the word ‘Pricing’ in the subject with an 
attachment, you would select ‘E-mail’ as the item type, and then select ‘Subject’ contains 
Pricing. Then click on the plus sign and select AND and select the condition ‘Attachment exists’ 
and ‘yes’. 



 

6  S E A R C H  

 

 
 

 
Policy Patrol Archiver manual 

Version 1 
38 

 

6.4 Search Operators 

The Advanced Search includes a number of different operators. The available operators depend 
on the selected field. Below is a list of all available operators in Policy Patrol Archiver: 

Contains: By default the search is inflectional, in other words it expands the search phrase to 
search on all conjugations and declensions of each word in the search phrase. For instance, if 
you enter pricing it will return search results with ‘price’, ‘prices’, and ‘pricing’. If you enter 
meeting, it will return search results with ‘meet’ as well as ‘meeting’. 

You can use the wild card * to indicate any number of characters, for instance if you want to 
search for anything that starts with the word ‘price’, you can enter price*. This will find files and 
emails that for instance contain the words ‘price list’ or ’prices’.  

If you want to search on an exact phrase, enter the phrase in between “”. For instance if you 
search on Policy Patrol (without quotation marks), the search results will return records with 
‘Email Policy’, ‘Police Patrol’, ‘Patrolling car’ etc. If you search on “Policy Patrol”, the search 
results will only return records that include the exact phrase. 

Does not contain: This operator is the reverse of the Contains field. For instance if you are 
searching for all emails with the word ‘quote’ in the subject but without Excel attachments, you 
can select the condition Attachment name, does not contain and enter xls in the search 
field. 

Equals: This operator is used for a number of fields, including Date and Size fields. When 
selecting this operator, the date or size must exactly match the search entry. For example, if you 
are searching for files of 10 KB, select Size (KB), Equals and enter 10. If you are searching for 
emails sent on January 20 2009, select Date, Equals and select the date from the calendar. 

Starts with: This option will search for the term at the beginning of the field. For instance if you 
select Subject and Starts with and enter our meeting, Policy Patrol will find the email with the 
subject ‘Our meeting tomorrow’, but not the email with the subject ‘Confirming our meeting on 
Friday’. 
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Does not start with: This is the reverse of the Starts with option. If you want to search for all 
files apart from those beginning with ‘Pricing 2008’, select Name, Does not start with and 
enter Pricing 2008. 

Ends with: This option will search for the term at the end of the field. For instance if you are 
looking for a file ending in .doc, you can select Name, Ends With and enter .doc. Policy Patrol 
will return all the files ending in .doc, but not the files ending in .docx. 

Does not end with: This is the reverse of the Ends with option. For instance if you are looking 
for all files apart from those ending in .docx, you can select Name, Does not end with and 
enter .docx. Policy Patrol will return all the files except those files ending in .docx. 

Is after: This option will search for dates after the selected date. So if you select Is after 
January 1st 2009, the search will return data from January 2nd 2009 and later. 

Is before: This option will search for dates before the selected date. So if you select Is before 
January 1st 2009, the search will return data from December 31st 2008 and before. 

Greater than: This option will search for file sizes greater than the selected size. So if you select 
Greater than and 5 KB, the search will return files larger than 5 KB (not including 5 KB). 

Less than: This option will search for file sizes less than the selected size. So if you select Less 
than and 5 KB, the search will return files less than 5 KB (not including 5 KB). 

6.1 Search fields 

Searches can be performed on a number of search fields. Different search fields are available 
depending on the item type selected. For instance you can search on all item types, only on 
Emails or only on Text documents. Each item type and the available search fields are listed 
below. 

6.1.1 All item types 

This search includes all item types in the archive, including emails, text documents, 
presentations, PDF’s, spreadsheets, HTML files, and compressed files. The following search fields 
are available: 

Content: This field searches the content of the email or file. Select the relevant operator and 
enter the search word or phrase. Note that Policy Patrol Archiver can only search the content of 
files for which an IFilter has been installed on the Policy Patrol Archiver Server (see paragraph 
2.2.3 in Chapter 2). 

Date: This field contains the date that the item was created. Select the relevant operator and 
select the date from the calendar. 

Date modified: This field contains the date that the item was last modified. Select the relevant 
operator and select the date from the calendar. 
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Labels: This condition searches the labels that have been applied in Policy Patrol Archiver. 
Select the relevant operator and enter the search words. 

Name: Name of the file, or subject in the case of an email. Select the relevant operator and 
enter the name of the file or subject of the email. 

Owner: Name of the owner of the file (in case of emails, name of the mailbox owner). Select 
the relevant operator and enter the name. 

Size (KB): Select the relevant operator and enter the size in KB of the email or file. 

6.1.2 E-mails 

This search includes emails and their attachments. The following search fields are available: 

Attachment exists: This field will search whether an email includes an attachment. Select yes 
to find emails with attachments, and no for emails without attachments. 

Attachment name: This field searches for an attachment name that is attached to the email. 
Select the relevant operator and enter the attachment name, e.g. price list.  

Attachment size (KB): This field searches the email attachment size. Select the relevant 
operator and enter the size in KB. 

Body: This field searches the message body of the email. Select the relevant operator and enter 
the words or phrases that should be present in the body of the email.  

Cc: address: In this field you can search for the recipient email address that should exist in the 
Cc: field of the message(s). You can either enter the complete email address or only the domain, 
e.g. redearthsoftware.com. 

Contains delivery receipt request: Select yes if you want to include emails that contain a 
delivery receipt request or no to exclude emails that contain a delivery receipt request. 

Contains read receipt request: Select yes if you want to include emails that contain a read 
receipt request or no to exclude emails that contain a read receipt request. 

Date: This field contains the date that the email was created. If you wish to search for emails of 
a specific date, select equals, is after or is before and select the date from the calendar. 

Date sent: This field contains the date that the email was sent. If you wish to search for emails 
sent on a specific date, select equals, is after or is before and select the date from the 
calendar. 

Digitally signed: Select yes if you want to include emails that are digitally signed or no to 
exclude emails that are digitally signed. 

Encrypted: Select yes if you want to include emails that are encrypted or no to exclude emails 
that are encrypted. 
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Format: This field searches the message format of the email, i.e. HTML, Plain Text or Rich Text. 
Select equals or does not equal and select the format HTML, Plain Text or Rich Text. For 
instance if you only want to search for HTML mails, select equals and HTML. If you want to 
search for all emails apart from Plain Text emails, you can select does not equal and Plain 
Text. 

From: address: In this field you can enter the sender email address that you wish to find 
emails for. This will search for emails with the address in the From: field as well as the X-Sender 
field. You can either enter the complete email address or only the domain, e.g. 
redearthsoftware.com.  

Headers: This field searches the headers of the email. Select the relevant operator and enter 
the header name and/or value that you are searching for. 

Labels: This field searches the labels that have been applied to the item in Policy Patrol 
Archiver. Select the relevant operator and enter the label that you are searching for.  

Number of attachments: This field will search for the number of attachments to the email. 
Select equals, is greater than or is less than and enter the number of attachments. 

Owner: This field contains the name of the mailbox owner of the item, i.e. the user’s mailbox in 
which the item is located. 

Priority: This field searches for the priority that has been assigned to the email. Select equals 
or does not equal and select high, low, or normal priority. 

Size (KB): This field searches for the message size (including attachments). Select the relevant 
operator and enter the size in KB of the email. 

Subject: Enter the words or phrases that should be in the subject of the email. Select the 
relevant operator and enter the search word or phrase. 

To: address: In this field you can enter the recipient email address that should exist in the To: 
field or in the X-Receiver field (this includes cc and bcc fields as well) of the message. You can 
either enter the complete email address or only the domain, e.g. redearthsoftware.com. 

6.1.3 Text documents 

This search includes all text documents including .txt files, .doc and .docx files. The following 
search fields are available: 

Author: The creator of the document as specified in Document Properties. Select the relevant 
operator and enter the name to search on. 

Category: Searches the category that has been assigned to the document in Document 
Properties. Select the relevant operator and enter the search words. 

Comments: Searches the comments that have been entered in the Document Properties. Select 
the relevant operator and enter the search words. 
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Company: Searches the company field in the document properties. Select the relevant operator 
and enter the company name. 

Content: This field will search the content of the Text document. Select the relevant operator 
and enter the search word or phrase. Note that Policy Patrol Archiver can only search the content 
of files for which an IFilter has been installed on the Policy Patrol Archiver Server (see paragraph 
2.2.3 in Chapter 2). 

Date: This field contains the date that the item was created. Select equals, is after, or is 
before and select the date from the calendar. 

Date modified: This field contains the date that the item was last modified. Select equals, is 
after, or is before and select the date from the calendar. 

Keywords: This field searches the keywords that have been listed in Document Properties. 
Select the relevant operator and enter the search words. 

Labels: This field searches the labels that have been assigned to the item in Policy Patrol 
Archiver. Select the relevant operator and enter the search words. 

Manager: This field contains the manager that has been assigned to the document. Select the 
relevant operator and enter the name to search on. 

Name: This field searches on the name of the file. Select the relevant operator and enter the file 
name. 

Owner: This field searches on the name of the owner of the file. Select the relevant operator 
and enter the name. 

Size (KB): This field searches the size of the document. Select equals, greater than or less 
than and enter the size in KB of the document. 

Subject: Searches the subject that has been entered in the Document Properties. Select the 
relevant operator and enter the search words. 

Title: Searches the title that has been specified in the Document Properties. Select the relevant 
operator and enter the search words. 
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6.1.4 Spreadsheets 

This search includes all spreadsheet documents including .xls files and .xlsx files. The following 
search fields are available: 

Author: The creator of the document as specified in Document Properties. Select the relevant 
operator and enter the name to search on. 

Category: Searches the category that has been assigned to the document in Document 
Properties. Select the relevant operator and enter the search words. 

Comments: Searches the comments that have been entered in the Document Properties. Select 
the relevant operator and enter the search words. 

Company: Searches the company field in the document properties. Select the relevant operator 
and enter the company name. 

Content: This field will search the content of the Spreadsheet. Select the relevant operator and 
enter the search word or phrase. Note that Policy Patrol Archiver can only search the content of 
files for which an IFilter has been installed on the Policy Patrol Archiver Server (see paragraph 
2.2.3 in Chapter 2). 
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Date: This field contains the date that the item was created. Select equals, is after, or is 
before and select the date from the calendar. 

Date modified: This field contains the date that the item was last modified. Select equals, is 
after, or is before and select the date from the calendar. 

Keywords: This field searches the keywords that have been listed in Document Properties. 
Select the relevant operator and enter the search words. 

Labels: This field searches the labels that have been assigned to the item in Policy Patrol 
Archiver. Select the relevant operator and enter the search words. 

Manager: This field contains the manager that has been assigned to the document. Select the 
relevant operator and enter the name to search on. 

Name: This field searches on the name of the file. Select the relevant operator and enter the file 
name. 

Owner: This field searches on the name of the owner of the file. Select the relevant operator 
and enter the name. 

Size (KB): This field searches the size of the document. Select equals, greater than or less 
than and enter the size in KB of the document. 

Subject: Searches the subject that has been entered in the Document Properties. Select the 
relevant operator and enter the search words. 

Title: Searches the title that has been specified in the Document Properties. Select the relevant 
operator and enter the search words. 

6.1.5 Presentations 

This search includes all presentation documents including .ppt files and .pptx files. The following 
search fields are available: 

Author: The creator of the document as specified in Document Properties. Select the relevant 
operator and enter the name to search on. 

Category: Searches the category that has been assigned to the document in Document 
Properties. Select the relevant operator and enter the search words. 

Comments: Searches the comments that have been entered in the Document Properties. Select 
the relevant operator and enter the search words. 

Company: Searches the company field in the document properties. Select the relevant operator 
and enter the company name. 

Content: This field will search the content of the Presentation. Select the relevant operator and 
enter the search word or phrase. Note that Policy Patrol Archiver can only search the content of 
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files for which an IFilter has been installed on the Policy Patrol Archiver Server (see paragraph 
2.2.3 in Chapter 2). 

Date: This field contains the date that the item was created. Select equals, is after, or is 
before and select the date from the calendar. 

Date modified: This field contains the date that the item was last modified. Select equals, is 
after, or is before and select the date from the calendar. 

Keywords: This field searches the keywords that have been listed in Document Properties. 
Select the relevant operator and enter the search words. 

Labels: This field searches the labels that have been assigned to the item in Policy Patrol 
Archiver. Select the relevant operator and enter the search words. 

Manager: This field contains the manager that has been assigned to the document. Select the 
relevant operator and enter the name to search on. 

Name: This field searches on the name of the file. Select the relevant operator and enter the file 
name. 

Owner: This field searches on the name of the owner of the file. Select the relevant operator 
and enter the name. 

Size (KB): This field searches the size of the document. Select equals, greater than or less 
than and enter the size in KB of the document. 

Subject: Searches the subject that has been entered in the Document Properties. Select the 
relevant operator and enter the search words. 

Title: Searches the title that has been specified in the Document Properties. Select the relevant 
operator and enter the search words. 

6.1.6 PDFs 

This search includes all PDF files. The following search fields are available: 

Author: The creator of the document as specified in Document Properties. Select the relevant 
operator and enter the name to search on. 

Content: This field will search the content of the PDF file. Select the relevant operator and enter 
the search word or phrase. Note that Policy Patrol Archiver can only search the content of files 
for which an IFilter has been installed on the Policy Patrol Archiver Server (see paragraph 2.2.3 
in Chapter 2). 

Date: This field contains the date that the item was created. Select equals, is after, or is 
before and select the date from the calendar. 
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Date modified: This field contains the date that the item was last modified. Select equals, is 
after, or is before and select the date from the calendar. 

Keywords: This field searches the keywords that have been listed in Document Properties. 
Select the relevant operator and enter the search words. 

Labels: This field searches the labels that have been assigned to the item in Policy Patrol 
Archiver. Select the relevant operator and enter the search words. 

Manager: This field contains the manager that has been assigned to the document. Select the 
relevant operator and enter the name to search on. 

Name: This field searches on the name of the file. Select the relevant operator and enter the file 
name. 

Owner: This field searches on the name of the owner of the file. Select the relevant operator 
and enter the name. 

Size (KB): This field searches the size of the document. Select equals, greater than or less 
than and enter the size in KB of the document. 

Subject: Searches the subject that has been entered in the Document Properties. Select the 
relevant operator and enter the search words. 

Title: Searches the title that has been specified in the Document Properties. Select the relevant 
operator and enter the search words. 

6.1.7 HTML files 

This search includes all html files including .htm files and .html files. The following search fields 
are available: 

Content: This field will search the content of the HTML file. Select the relevant operator and 
enter the search word or phrase. Note that Policy Patrol Archiver can only search the content of 
files for which an IFilter has been installed on the Policy Patrol Archiver Server (see paragraph 
2.2.3 in Chapter 2). 

Date: This field contains the date that the item was created. Select equals, is after, or is 
before and select the date from the calendar. 

Date modified: This field contains the date that the item was last modified. Select equals, is 
after, or is before and select the date from the calendar. 

Labels: This field searches the labels that have been assigned to the item in Policy Patrol 
Archiver. Select the relevant operator and enter the search words. 

Name: This field searches on the name of the file. Select the relevant operator and enter the file 
name. 
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Owner: This field searches on the name of the owner of the file. Select the relevant operator 
and enter the name. 

Size (KB): This field searches the size of the document. Select equals, greater than or less 
than and enter the size in KB of the document. 

6.1.8 Compressed files 

This search includes all compressed files including .zip files and .rar files. The following search 
fields are available: 

Comment: Searches the comment that has been entered for the compressed file. Select the 
relevant operator and enter the search words. 

Content: This field will search the content of the compressed file. Select the relevant operator 
and enter the search word or phrase. Note that Policy Patrol Archiver can only search the content 
of files for which an IFilter has been installed on the Policy Patrol Archiver Server (see paragraph 
2.2.3 in Chapter 2). 

Date: This field contains the date that the item was created. Select equals, is after, or is 
before and select the date from the calendar. 

Date modified: This field contains the date that the item was last modified. Select equals, is 
after, or is before and select the date from the calendar. 

Labels: This field searches the labels that have been assigned to the item in Policy Patrol 
Archiver. Select the relevant operator and enter the search words. 

Name: This field searches on the name of the file. Select the relevant operator and enter the file 
name. 

Owner: This field searches on the name of the owner of the file. Select the relevant operator 
and enter the name. 

Size (KB): This field searches the size of the document. Select equals, greater than or less 
than and enter the size in KB of the document. 

6.2 Noise words 

There are some words that Policy Patrol ignores in the search since they are too general. These 
words are called noise words. If you include a noise word in your search, the search will still be 
completed but the noise words will be ignored, after showing a warning message. If your search 
only contains noise words, the search cannot be completed and you will be asked to enter a new 
search. 
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The following words are considered noise words: 

A-Z, 1 -10, about, after, all, also, an, and, another, any, are, as, at, be, $, because, been, 
before, being, between, both, but, by, came, can, come, could, did, do, does, each, else, for, 
from, get, got, has, had, he, have, her, here, him, himself, his, how, if, in, into, is, it, its, just, 
like, make, many, me, might, more, most, much, must, my, never, no, now, of, on, only, or, 
other, our, out, over, re, said, same, see, should, since, so, some, still, such, take, than, that, 
the, their, them, then, there, these, they, this, those, through, to, too, under, up, use, very, 
want, was, way, we, well, were, what, when, where, which, while, who, will, with, would, you, 
your. 

6.3 Exporting items 

If you wish to export messages or files to save them on disc or WORM, you can select the items 
and click on the Export button. Enter the file name and click Export. 

 

6.4 Restoring messages 

If messages have been archived and removed from the information store, you can select the 
message and restore it by clicking on the Restore button. The message will be restored to the 
location where it was archived from. 
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7 Stubbed email messages 

olicy Patrol can be configured to replace the email message body in Outlook with a ‘stub’ 
that provides a link to the original message to conserve mailbox space. This chapter 
explains what message stubbing is, and how stubbed messages can be restored from the 
archive. 

7.1 What is message stubbing? 

According to your company’s policy, email messages may be stubbed after a specific number of 
days or years. When this happens, the message body and attachments are removed from the 
email. The message body is replaced with a link that allows you to restore the email in Outlook. 
The advantage of message stubbing is that you are still able to see (part of) your archived email 
message in Outlook, while still conserving mailbox space. 

7.2 How to restore stubbed messages 

When a message has been stubbed by Policy Patrol, the subject will be prepended with 
[Archived]. When you open up the email, the message body will be replaced with the following 
message: ‘This email has been archived by Policy Patrol Archiver. Click here to restore the 
message’. When you click on the link, the stubbed message body will be replaced with the 
original email body. 

7.3 Restubbing of restored messages 

When you restore a stubbed message, the message will be stubbed again once the new message 
stubbing period has been reached. For instance, if all emails older than 90 days are configured to 
be stubbed and you restore a stubbed message, the message will be stubbed again 90 days 
after you restored it.  
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8 Troubleshooting 

his chapter describes how to troubleshoot Policy Patrol. If you have a problem you can 
consult the Policy Patrol online knowledge base, or request support from Red Earth 
Software.  

8.1 Knowledge Base 

If you have a question or problem with Policy Patrol you can consult our extensive online 
knowledge base at http://www.policypatrol.com/kb.asp. Some of the questions and answers are 
listed below. If you do not find your answer, please send an email to 
support@redearthsoftware.com. 

8.1.1 Can I also use SQL Express? 

Yes Policy Patrol Archiver also supports SQL Server Express 2005 or later with Advanced 
Services (Note however that SQL Server Express has a 4 GB database size limit). 

8.1.2 Users cannot view their emails or files 

Make sure that you added users as a member of the Policy Patrol Archiver Users group in the 
Active Directory. Also, in order to access the Web Interface, users with Policy Patrol Archiver 
User rights should have Domain Users set as Primary Domain group. 

8.1.3 I cannot install the Archiver server 

If you get a message during the Archiver server installation that it does not recognize the user 
credentials, make sure that you have SQL Server Authentication enabled. 

8.1.4 How do I install IFilters? 

Policy Patrol Archiver can make use of IFilters to extract MetaData from certain file types. Some 
IFilters (such as text file and HTML file IFilters) are installed with Windows. Others can be 
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downloaded and installed separately, such as Microsoft Office Ifilters, by going to the following 
web page: http://www.microsoft.com/downloads/details.aspx?FamilyId=60C92A37-719C-4077-
B5C6-CAC34F4227CC&displaylang=en. Other IFilters can be downloaded from 
http://www.ifilter.org/Links.htm. 

8.1.5 What happens if my SQL Server goes down? 

Even if your SQL Server goes down, messages and files will be queued up and saved into the 
archive as soon as the SQL Server is up again. 

8.1.6 I get an HTTP 404 error when I try to open the Policy Patrol 

Archiver Web Interface 

Check if the status of the IIS Web service extensions ‘Active Server Pages’ and ‘ASP.NET 
v2.0.50727’ on the Policy Patrol Archiver Web Interface machine are set to Prohibited. If so, 
you need to change the status to Allowed by following the next steps: 

1. Go to the Internet Information Services (IIS) Manager. 

2. Expand the <local computer> node. 

3. Click on Web Service Extensions. 

4. In the right pane, select Active Server Pages from the Web Service Extension list. 

5. Click on Allow (make sure that the status for Active Server Pages is changed from 
Prohibited to Allowed). 

6. In the right pane, select ASP.NET v2.0.50727 from the Web Service Extension list. 

7. Click on Allow (make sure that the status for ASP.NET v2.0.50727 is changed from 
Prohibited to Allowed) 

8.1.7 How do I enable SQL Server Authentication? 

To enable SQL Server Authentication, please follow the next steps (make sure you are logged on 
as Administrator): 

5. Open SQL Management Studio. 
6. Go to Security > Logins. 
7. Right-click on the SQL user (by default this is ‘sa’) and select Properties.  
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8. Click on Status, and select Enabled under Login. Click OK. 
9. Select <server name> (the top item in the tree), right-click and select Properties. 

 

 
 

 
10. Click Security. Under Server Authentication, select SQL Server and Windows 

Authentication mode. Click OK. 
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8.1.8 Installing the Policy Patrol Archiver Web Interface on a 

Windows 2008 Server machine 

If you install the Policy Patrol Archiver Web Interface on a Windows Server 2008 machine in the 
domain, you will notice it is not accessible. This is because the Policy Patrol Web Interface 
installer currently supports IIS6, but not yet IIS7.  

Follow the next steps to solve this: 
1. Open Server Manager on the Windows 2008 server machine, if the following roles 

are not installed, the error below will be displayed: 
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2. Go to Roles -> Add Roles -> Next -> check Web Server (IIS) -> Next -> Next. 
3. Go to Application Development -> check ASP.NET 

 

 
 

4. Go to Security -> check Windows Authentication. 
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5. Go to Management Tools -> IIS 6 management Compatibility -> check the IIS 
6 Metabase Compatibility. 
 

 
 

6. Click Next -> Install. 
7. Install the Policy Patrol Web Interface on the Windows 2008 machine. 
8. Go to Start -> Control Panel -> Administrative Tools -> Internet Information 

Services (IIS) Manager -> go to Application Pools -> right click on 
PolicyPatrolArchiverAppPool -> choose Advanced Settings -> under the 
General section ->set Enable 32-Bit Applications to True -> OK.  
If Enable 32-Bit Applications is already set to True skip step 9. 

9. Restart (Stop and then Start) PolicyPatrolArchiverAppPool.  
10. Double-click on PolicyPatrolArchiverAppPool and make sure the Managed 

pipeline mode: is set to Classic. 
11. Open the Policy Patrol Web Interface using the IP address from the 2008 machine 

(http://machine_IP/ppa). The Web Interface should now be available. 
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8.1.9 Installing the Policy Patrol Exchange Server Agent on 

Windows SBS 2008 

When installing the Policy Patrol Archiver Exchange Agent on Windows 2008 SBS, make 
sure that the Update Rollup 1 for Exchange Server 2007 Service Pack 1 (KB945684) is 
installed (if this is not installed this can cause IIS issues):  
 
http://www.microsoft.com/downloads/en/details.aspx?displaylang=en&FamilyID=c29a6aa8
-ca44-43ea-a88f-7500c4bd3d31 

8.1.10 Installing the Policy Patrol Archiver Web Interface on 

Windows Small Business Server 2008 

If you install the Policy Patrol Archiver Web Interface on Windows Small Business Server 2008, 
you will get an HTTP Error 500.19 - Internal Server Error when you try to access the Policy Patrol 
Archiver Web Interface.  This is because the Policy Patrol Web Interface comes with a custom 
URL Rewriter designed for IIS 6, and because Windows SBS 2008 comes with IIS 7, this is not 
natively supported.  
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In order to solve this, you must remove the DynamicCompressionModule and 
StaticCompressionModule from the Policy Patrol Archiver Web Interface IIS site application 
by following the next steps: 
 

1. Install the Policy Patrol Archiver Web Interface (see chapter ‘Installation’). 
2. Perform an IIS backup. 
3. Open IIS. 
4. Click on the server module node at the top left and choose "Modules". 
5. Right click on DynamicCompressionModule and choose "Unlock" 
6. Right click on StaticCompressionModule and choose "Unlock". 
7. Open desired websites -> Open Modules. 
8. Right click on DynamicCompressionModules and choose "Remove". 
9. Right click on StaticCompressionModule and choose "Remove". 
10. Perform an IISReset: Go to Start-> Run ->cmd [enter] -> iisreset [enter]. 
11. Make sure that the Default Web Site is started. 

a. Open Internet Information Services (IIS) Manager from Administrative 
Tools. 

b. Expand the server node. 
c. Go to Sites and click on Default Web Site.  
d. From Actions section click Start. 
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12. Open Policy Patrol Web Interface: http://[hostnameorip]/ppa. You should now be 
able to access it. 

8.2 Contacting Red Earth Software 

If you require any assistance, please contact us at one of the following offices: 
 
Red Earth Software, Inc. Red Earth Software (UK) Ltd 
4845 Pearl East Circle, Ste 101 20 Market Place 
Boulder, CO 80301 Kingston-upon-Thames 
United States Surrey KT1 1JP 
Toll-free: 1 (800) 921-8215 United Kingdom 
Phone: (720) 377-3728 
Fax: (720) 554-7950 

Tel: +44-(0)20-8328 9830 
Fax: +44(0)20-8711 5771 

Sales: sales@redearthsoftware.com Sales: sales@redearthsoftware.co.uk 
Support: support@redearthsoftware.com Support: support@redearthsoftware.co.uk 
  
Red Earth Software Ltd  
10 Samou Str.  
St. Omologites  
CY-1086 Nicosia  
Cyprus  
Sales: sales@redearthsoftware.com  
Support: support@redearthsoftware.com  

Policy Patrol® is a registered trademark of Red Earth Software®. Copyright © 2001- 2011 by Red Earth Software. 
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