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Installing Policy Patrol on a separate machine

If you have Microsoft Exchange Server 2000 or 2003 it is recommended to install Policy
Patrol on the same machine, since this will allow you to filter your internal mails and wiill
provide additional functionality such as folder management. However, you can also install
Policy Patrol on a separate machine if you prefer. In this case you will need to forward
your mails to the Windows SMTP service on the Policy Patrol machine. If you have
Microsoft Exchange 2007, you must currently install Policy Patrol on separate machine
according to the instructions in this document.

To install Policy Patrol on a separate machine, follow the steps described below.

Step 1. Preparing for installation

System requirements

Before you install Policy Patrol make sure that the following is installed on the machine:

M Windows 2000 Professional/Server/Advanced Server, Windows Server 2003 or
Windows XP Professional.

M Windows SMTP service (part of Internet Information Services): This is installed by
default on Windows 2000 (Advanced) Server and is an option on Windows Server
2003, Windows 2000 Professional and Windows XP Professional. To install the SMTP
service, go to Start > Settings > Control Panel > Add/Remove Programs >
Add/Remove Windows Components. Select Internet Information Services
and click on Details. Check SMTP service. Any other required components are
checked automatically. Click OK. Click Next to install the SMTP service.

5I
To add or remove a component, click the check bow. & shaded box means that onlp part
of the component will be installed. To see what's included in a component, click Details.
Subcomponents of Internet Information Services (11S):
<, Common Files 10MB &~
(1 @) Dacumentation 35ME
] PFMB Transter Protocol [FTP) Server 0.1 MEB
(] @Froanage 2000 Server Extensions 4.1MB
T Internet Infarmation Services Snapn 1.3ME
[ @ Personal Web Manager 1.4 MB

Description:  SMTP Service

Total disk space required: 0.0MB Details...

Space available on disk: 7a31ME

Cancel

M Microsoft .NET Framework 1.1: If you do not have Microsoft .NET Framework 1.1
installed, the Policy Patrol installation program will download and install this for you.



Step 2. Install Policy Patrol

Install Policy Patrol according to the instructions below:

1.

10.

11.

12.

Double-click on PolicyPatrol.exe. The Install Program will start up. If you do not
have Microsoft .NET Framework 1.1 installed, the Policy Patrol installation
program will download it for you.

In the Welcome screen, click Next.
Read the License Agreement and select Yes to accept the agreement.
Enter the user name and company name. Click Next.

Select the setup type. If you select Complete, the complete program will be
installed. If you only wish to install the Administration console (for remote
administration), select Administration only. If you wish to install only certain
components of the program, select Custom. Click Next to continue.

ITf you selected Custom: A list of features will appear. Select which features you
wish to install and click Next.

Select the destination folder for the Policy Patrol installation. By default the
program is installed in C:\Program Files\Red Earth Software\Policy Patrol Email 4.
If you wish to change the location, click Browse and select another folder. When
you are ready, click Next.

Select Separate machine and click Next. You will be asked to verify the location
of your SMTP pickup directory. Policy Patrol automatically enters the path to the
default pickup folder. If your pickup directory is located elsewhere, browse to the
correct folder. Click OK.

A message will pop up saying that folder agents are disabled since Policy Patrol is
not installed on an Exchange 2000 or 2003 machine. Click OK.

If you have multiple virtual SMTP servers an additional dialog will be
shown: Select the virtual SMTP server that you wish Policy Patrol to monitor.
Click Next.

Verify the location of your SMTP pickup directory. Policy Patrol automatically
enters the path to the default pickup folder. If your pickup directory is located
elsewhere, browse to the correct folder. Click OK.

Specify the notification settings. Enter the From:, To:, Cc: and Bcc: fields for the
Policy Patrol notification emails. Reports will also be sent to these email
addresses. The display name is already configured as Administrator, but you can
change this as follows: “Display name” <email address>, i.e. “Joe Bloggs”
<jbloggs@bloggsco.com=>. Click Next.



13.

14.

15.

16.

17.

Enter the external IP address and port number of the Internet Information
Services (11S) Default Web site in the following format: IP address:port number,
i.e. 10.0.0.24:80. This website will be used for the challenge/response system (if
you do not want to install the challenge/response website you can go back and
select Custom as the setup type). Click Next.

A list with your installation settings will appear. Confirm that you wish to proceed
with the installation by clicking Next.

Policy Patrol will now start copying the files. When Policy Patrol is ready, click
Finish to exit the wizard.

If you selected to run the Policy Patrol Administration console, a screen will pop
up asking you to select a license. If you are evaluating Policy Patrol, select one of
the 30-day evaluation versions (If you later wish to try out a different Policy Patrol
version you can go to <server name> > Security > Licenses, select the
license and click Remove and Close. Policy Patrol will disconnect from the
installation. When you connect again, Policy Patrol will allow you to select a new
evaluation license type). If you have purchased Policy Patrol, enter your serial
number or click on the Paste button to paste it from clipboard. Click OK.

The Import users wizard will pop up (unless you selected Policy Patrol Archiver as
the license type). Follow the next steps:

= Select Active Directory (Exchange 2000/2003/2007) and click Next.

= Leave the option Use default domain controller selected, or if you wish to
retrieve users from another domain controller, select Use the following
domain controller. Click ..., select the domain controller you wish to retrieve
your users from and click OK.

Import users wizard - Step 2 of 3

€ Select user(s)
Select the users you wish to import.

(*) Use default domain controller
() Use the following domain controller:

() Import all users From Active Directory
(O Import: the Following selected users from Active Directory:
Active directory: Available users: Selected users:
User name ) User name

[ trchide non-email enablsd groups

Help conel | [ re s

Z |

If you wish to create rules based on Active Directory Groups, you must check
the option Include non-email enabled groups (not applicable to the Spam
Filter edition since spam checking is performed for all licensed users). This wiill
for instance allow you to select the sales group when configuring a rule, so
that Policy Patrol will automatically apply the rule to all members of the sales
group. If you don’t tick this check box, Policy Patrol will only retrieve and
license email enabled groups. For instance if the sales group uses the email




address sales@company.com, this group will automatically be licensed. If you
specified to only license selected users, Policy Patrol will only include non-
email enabled groups that the selected users are members of. When you are
done, click Next.

Specify whether you wish to enable junk mail folders in Microsoft Outlook. If
you select this option, Policy Patrol will automatically add a junk mail folder
with the specified name to the selected users’ Outlook folder list. If the folder
name already exists (e.g. Outlook 2003 already includes a Junk E-mail folder),
the existing folder will be used by Policy Patrol to forward spam to.

Add users wizard - Step 3 of 3

£ Junk mail folder

Specify whether you wank ko ensble a junk mall Folder in Microsoft Outlnok so that spam can automatically be
moved to this Folder, (Note: This only watks For Exchange mailboxes)

Note: You need full access to the mailbox store to enable junk e-mail folders.
Click here For instructions on how to set mailbox store access.
[ Enable junk mail folder
Specify Folder name:
Junk E-mail

Help Concel | [ Fmish

|

Important: In order to successfully create the junk mail folder, the account
that you are logged on with must have access to the user’s mailbox store. To
check this, follow the next steps:

1. Go to Start > Programs > Microsoft Exchange > System Manager.

2. Go to Servers = <Server name> > <storage group> > Mailbox
store. Right click and select Properties.

Select the Security tab. Make sure that the account you are logged on
with is listed and has Allow checked for all permissions. If the account is
not listed, click on Add.
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3. Select the account that you are logged on with and click on Add. Click OK.

4. Select the account you just added and check Allow for each permission.
Click OK. Now you will be able to create the junk e-mail folder for the
users.

=  When you are ready, click Finish. You will now see your users in the Licensed
user list.

Step 3. Configure Policy Patrol as a mail gateway

Before Policy Patrol can actually filter your emails, you must ensure that your mail flows
through Policy Patrol. The following deployment scenarios are possible:

= Scenario 1: Policy Patrol processes inbound and outbound mail
= Scenario 2: Policy Patrol processes only outbound mail
= Scenario 3: Policy Patrol processes only inbound mail

The instructions for each scenario differ depending on whether you have a single
Exchange Server or a Bridgehead Exchange Server topology.

Topology A: If you have a single Exchange Server

If you are running a single Exchange Server, select the scenario that applies to your
needs and follow the instructions below.

Scenario 1: Policy Patrol processes inbound and outbound mails

If you want Policy Patrol to filter all your mails, you will need to route all mail through the
Windows SMTP service on the Policy Patrol machine, as per Figure 1 below. To do this,
follow the next instructions:
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=
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Internet T

Figure 1 - Policy Patrol processes inbound and outbound mail
Step 1. Direct incoming mail to the SMTP service on the Policy Patrol machine

Direct your incoming mail to the Windows SMTP service on the Policy Patrol machine (the
external DNS servers for your domain must have an mx (mail exchanger) record pointing

to the Policy Patrol machine). Furthermore, check the following settings in the Default
SMTP Virtual Server:

On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

= Right-click Default SMTP Virtual Server, and click Properties.

In the General Tab, verify that your IP address is listed as (All Unassigned).

Default SMTP ¥irtual Server Properties x|

General |Access| Messagesl Delivelyl LD&P F\oul\ngl Securityl

@ Default SMTP Wintual Server

Mamme: IDEFauIt SMTP Witual Server
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- Cannestion
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Click on the Advanced button. Verify that the TCP Port is set to 25. Click OK.
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Step 2. Forward mails from the SMTP service to Exchange Server

= In the Internet Services Manager, go to Default SMTP Virtual Server > Domains.
= Right-click Domains and select New > Domain.

= The New SMTP Domain Wizard will start up. Select Remote and click Next.

New SMTP Domain Wizard x|

‘welcome to the New SMTF Domain Wizard

Use this wizard to create a new domain on this SMTP
virtual server,

Specily the domain Type
& Hemote

" Alias

ok [ Hewy | Concel |

= Enter the domain name, for instance redearthsoftware.com. Click Finish.

New SMTF Domain leard x|

Select Domain Marne

‘what is the addiess space of mall that is to be delivered
by this domain? [For example * net, microsoft.com)

Mame:

redearthsoftware. con|

<Back [ Fmsh | Concel |
"\!

= Select the newly created domain. Right-click and choose Properties > General Tab.



redearthsoftware.com Properties x|

General | Advanced I

% redeanthsoftware. com

Select the appropriate settings far your remote domain,

[V Allow incoming mail to be relayed to this domain

I~ Send HELD instead of EHLO

Outbaund Security. ..

Froute domain

£ Use DNS to route to this domain
& Forward all mail e smart host
|[10.0.0‘ 15]
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Tick Allow incoming mail to be relayed to this domain. In the ‘Route domain’
section, select Forward all mail to smart host and enter the internal IP address
(can be the same as the external IP address) of the Exchange Server in between
square brackets, e.g. [10.0.0.15] as per Figure 1. Click OK. If you use multiple
email domains, repeat step 2 for each email domain.

Step 3. Forward your mails from Exchange Server to the SMTP service

If vou have Exchange 2000/2003:

On the Exchange Server machine, open the Exchange System Manager.

Expand the Servers node. Double-click on <Exchange Server name> =
Protocols = SMTP. Right-click Default SMTP virtual server and select
Properties.

Go to the Delivery Tab and click on the Advanced button.

General | Access | Messages Delivery |
- Dutbound
Eist retty interval [minutesk [io—
Second retry interval [minutes): IT
Third rety interval (minutes} fio—
S ubsoauent retiy interval [minutes) [re
LD elay natification: IT m
il et |2_ [Das =]
i Local
Delay natification IT lm
Espitation timeout [ [oas =l
Ouibound Secuty. . | Outbound connections... | [ Avanced .

T T

In the Smart host dialog box, enter the IP address of the Policy Patrol machine in
square brackets, e.g. [10.0.0.10], and click OK.



Advanced Delivery x|

Maximum hop count:
]

Masquerade domain
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Eully-qualified domain name:
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Smart host:
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[~ Pettormn reverse DNS lookup on incoming messages

Configure extermal DNS Servers: Configue. .
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If you have Exchange 2007:

= On the Exchange Server machine, open the Exchange Management Console.

= Expand the Organization Configuration node. Click on Hub Transport. Open tab
Send Connectors. Right-click New Send Connector.

= Follow the instructions in the connector wizard to set up the send connection to Policy
Patrol.

.
New SMTP Send Connector

=l

O Introduction Introduction
This wizard helps vou create & new SMTF Send connector on the selected Exchange

1 Addh
SR server. To configure properies nat shown i this wizard, in the Exchange Management

I Network seltings Console, select the new connector. Then, in the action pane. click Properties.
1 Source Server Hame:
Mew Connector [test

- Campletion

Select the intended use for this Send connector:

Deseription: Selzct this option ta create a customized cornector, which will be used to
connect with systems that are not Exchange servers

Help o (| cancel |

= In the Address Space, enter the IP address of the Policy Patrol machine. Click Next.
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= New SMTP Send Connector
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7 Source Server T s T

J New Connector 100010 smtp
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= Check the completion of the wizard and click Finish.
Step 4. Configure the SMTP service to send out mails to the Internet

= On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

= Right-click Default SMTP Virtual Server and select Properties.

= In the General tab, click on the Connection button. Verify that in the ‘Outgoing’
section, the TCP port is set to 25. Click OK.

x

i~ Incoming
¥ Limit cormeciions in: li—
Time-out [minutes] |m—

i~ Dutgoing
¥ Limit cannections to; IW
Time-out [minutes) |w—
¥ Limit connections per domain to: lmﬂ_
TCP port: 25

[ ok | conedd | Hem |

= Go to the Access tab and click on the Relay button. Select the option Only the list
below and click on Add.



Relay Restrictions x|
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Computers:
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Add.. [: I Fiemave
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of the list above.
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= Enter the internal IP address (can be the same as the external IP address) of the
Exchange Server machine in the Single computer dialog (in Figure 1 this is
10.0.0.15) and click OK. Note: By entering the IP address of the Exchange Server
here, you are effectively blocking relaying for all other machines apart from the
Exchange Server, therefore ensuring that your relay server cannot be used for
Spamming.

x

Add one of the following ta the list.
¥ Single computer
IP address:

0. 0.0 .19 DMS Lookup...

" Group of computers

Subnst sddress: Subnet mask:

" Domain
ame:
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= Right-click Default SMTP Virtual Server and choose Stop. Then right-click again
and choose Start.

=lojx|
| action vew || & = | @@ B 2=

Tree | e T
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B8 * Server Current Sessions
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i
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Help
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You are now ready to start configuring rules in Policy Patrol to filter all your mails.

Scenario 2: Policy Patrol processes only outbound mail



If you only require Policy Patrol to process outbound mails (for instance if you only want
to add a disclaimer to outgoing messages), you just need to forward outbound mails to
the Windows SMTP service on the Policy Patrol machine, as per Figure 2 below. Your
inbound mails will still arrive directly at your Exchange Server. To configure Policy Patrol
to process your outbound mails, follow the next steps:

Exchange Server 2000/2003/2007
(Windows 2000/2003)
10.0.0.15

Internet

SMTP service

Policy Patrol
(Windows 2000/2003/XP)
10.0.0.10

Figure 2 - Policy Patrol processes outbound mail
Step 1. Forward your mails from Exchange Server to the SMTP service

If vou have Exchange 2000/2003:

= On the Exchange Server machine, open the Exchange System Manager.

= Expand the Servers node. Double-click on <Exchange Server name>=> >
Protocols = SMTP. Right-click Default SMTP virtual server and select
Properties.

= Go to the Delivery Tab and click on the Advanced button.
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= In the Smart host dialog box, enter the IP address of the Policy Patrol machine in
square brackets, e.g. [10.0.0.10], and click OK.

Advanced Delivery x|
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If yvou have Exchange 2007:

= On the Exchange Server machine, open the Exchange Management Console.

= Expand the Organization Configuration node. Click on Hub Transport. Open tab
Send Connectors. Right-click New Send Connector.

= Follow the instructions in the connector wizard to set up the send connection to Policy
Patrol.
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= In the Address Space, enter the IP address of the Policy Patrol machine. Click Next.
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= Check the completion of the wizard and click Finish.
Step 2. Configure the SMTP service to send out mails to the Internet

= On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

= Right-click Default SMTP Virtual Server and select Properties.

= In the General tab, click on the Connection button. Verify that in the ‘Outgoing’
section, the TCP port is set to 25. Click OK.
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Go to the Access tab and click on the Relay button. Select the option Only the list
below and click on Add.

Relay Restrictions x|
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Enter the internal IP address (can be the same as the external IP address) of the
Exchange Server machine in the Single computer dialog (in Figure 2 this is
10.0.0.15) and click OK. Note: By entering the IP address of the Exchange Server
here, you are effectively blocking relaying for all other machines apart from the
Exchange Server, therefore ensuring that your relay server cannot be used for
spamming.
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IP address:
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Right-click Default SMTP Virtual Server and choose Stop. Then right-click again
and choose Start.
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Step 3. Forward mails (NDRs) from the SMTP service to Exchange Server

If the SMTP service cannot deliver a particular message, the Non-delivery messages must
be routed back to the Exchange Server. Therefore you must configure the SMTP service
to forward messages to the Exchange Server. In this setup, the only messages that will
be forwarded are Non-delivery messages.

= In the Internet Services Manager, go to Default SMTP Virtual Server > Domains.
= Right-click Domains and select New > Domain.

= The New SMTP Domain Wizard will start up. Select Remote and click Next.

New SMTP Domain Wizard x|

‘welcome to the New SMTF Domain Wizard
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= Enter the domain name, for instance redearthsoftware.com. Click Finish.

New SMTF Domain Wizard x|
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= Select the newly created domain. Right-click and choose Properties > General Tab.



Tick Allow incoming mail to be relayed to this domain. In the ‘Route domain’
section, select Forward all mail to smart host and enter the internal address (can
be the same as the external IP address) of the Exchange Server in between square

brackets, e.g. [10.0.0.15] as per Figure 2. Click OK. If you use multiple email
domains, repeat step 3 for each email domain.

redearthsoftware.com Properties x|
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You are now ready to start configuring rules in Policy Patrol to filter outbound mails.
Scenario 3: Policy Patrol processes only inbound mail

If you only want Policy Patrol to process inbound mails (for instance to stop spam), you
just need to forward incoming mails to the Windows SMTP service on the Policy Patrol
machine, as per Figure 3 below. Outgoing mails will continue to be sent out by the

Exchange Server. To configure Policy Patrol to process your inbound mails, follow the
next steps:
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Figure 3 - Policy Patrol processes inbound mail
Step 1. Direct incoming mail to the SMTP service on the Policy Patrol machine

Direct your incoming mail to the Windows SMTP service on the Policy Patrol machine
(the external DNS servers for your domain must have an mx (mail exchanger) record

pointing to the Policy Patrol machine). Furthermore, check the following settings in the
Default SMTP Virtual Server:

On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

Right-click Default SMTP Virtual Server, and click Properties.

In the General Tab, verify that your IP address is listed as (All Unassigned).
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Click on the Advanced button. Verify that the TCP Port is set to 25. Click OK.
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Step 2. Forward mails from the SMTP service to Exchange Server

= In the Internet Services Manager, go to Default SMTP Virtual Server > Domains.
= Right-click Domains and select New > Domain.

= The New SMTP Domain Wizard will start up. Select Remote and click Next.

New SMTP Domain Wizard x|
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= Enter the domain name, for instance redearthsoftware.com. Click Finish.
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= Select the newly created domain. Right-click and choose Properties > General Tab.

= Tick Allow incoming mail to be relayed to this domain. In the ‘Route domain’
section, select Forward all mail to smart host and enter the internal IP address
(can be the same as the external IP address) of the Exchange Server in between
square brackets, e.g. [10.0.0.15] as per Figure 3. Click OK. If you use multiple
email domains, repeat step 2 for each email domain.
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You are now ready to start configuring rules in Policy Patrol to filter inbound mails.

Topology B: If you have a Bridgehead Exchange Server

If you have deployed a bridgehead Exchange
your needs and follow the instructions below.

Server, select the scenario that applies to

Scenario 1: Policy Patrol processes inbound and outbound mails

If you want Policy Patrol to filter all your mails, you will need to route all mail through the
Windows SMTP service on the Policy Patrol machine, as per Figure 4 below. To do this,

follow the next instructions:

SMTP service

Exchange Server

Internet T

Step 1

Policy Patrol
(Windows 2000/2003/XP)
10.0.0.10

10.0.0.14
Exchange
Bridgehead Server
10.0.0.15
Step 3
Step 2

Exchange Server
10.0.0.12

Figure 4 - Policy Patrol processes inbound and outbound mail for the Exchange bridgehead server

Step 1. Direct incoming mail to the SMTP service on the Policy Patrol machine




Direct your incoming mail to the Windows SMTP service on the Policy Patrol machine
(the external DNS servers for your domain must have an mx (mail exchanger) record

pointing to the Policy Patrol machine). Furthermore, check the following settings in the
Default SMTP Virtual Server:

= On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

= Right-click Default SMTP Virtual Server, and click Properties.

= In the General Tab, verify that your IP address is listed as (All Unassigned).

Default SMTP ¥irtual Server Properties 2 x|

General | Acoess | Messages | Delivery | LDAF Rauting | Secuity |

55 Defaull SMTP Vitual Server

Name: IDefauIt SMTP Yirual Server
P address Al Unassigned) - Advaﬁced_ .

i~ Connection
Configure the connection information used by this T
resource. =

—1 Enable logaing

Aotive |og fome

[t/ Extended Log Fie Fomat =l | Ficperies..

oK I Cancel I Apply | Help |

= Click on the Advanced button. Verify that the TCP Port is set to 25. Click OK.

ﬂ
Configure multiple identities far this virtual server.
Address:
IF Address [ TCPPor I
25
sdd. | Edt. | Aemove |
DK& | comal | Hep |

Step 2. Forward mails from the SMTP service to the bridgehead server
= In the Internet Services Manager, go to Default SMTP Virtual Server > Domains.

= Right-click Domains and select New = Domain.

= The New SMTP Domain Wizard will start up. Select Remote and click Next.



New SMTF Domain Wizard x|

‘welcome to the New SMTF Domain Wizard

Use this wizard to create a new domain on this SMTP
virtual server,

Specify the domain Type:
& Hemote

cBack [ Newy | Concel |

= Enter the domain name, for instance redearthsoftware.com. Click Finish.

New SMTP Domain Wizard x|

Select Domain Nam

‘what is the addiess space of mall that is to be delivered
by this damain? [For example * net, microsaft.com)

Name:

Iredearthsnftwala con|

< Back I F\I’\ISE I Cancel |
"y

= Select the newly created domain. Right-click and choose Properties > General Tab.

redearthsoftware.com Properties x|

General | Advanced |

% reddeaithsoftware com

Select the appropriate settings for your remote damain

¥ &llow incoming mail to be relaved to this domain

™ SendHELD instead of EHLO

Dutbound Security

Fioute domain

" Use DNS ta route to this domain

= Farward all mail to smart host
|[m.u.n‘ 15]
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= Tick Allow incoming mail to be relayed to this domain. In the ‘Route domain’
section, select Forward all mail to smart host and enter the internal IP address
(can be the same as the external IP address) of the Bridgehead Exchange Server in
between square brackets, e.g. [10.0.0.15] as per Figure 4. Click OK. If you use
multiple email domains, repeat step 2 for each email domain.

Step 3. Forward your mails from the bridgehead server to the SMTP service
= Open the Exchange System Manager and expand the Connectors node.

= Right-click <SMTP Connector name= and select Properties.



Internet Bridgehead Properties [ 7]
Addiess Space | Connected Fiouting Groups | Delivery Festrictions |

Content Restictions | Delivery Options | Advanced | Details |
General

% Internet Bridgehead

€ Use DNS to route to each address space on this connector

& Foward all mail through this connector to the following smart hosts
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= In the General Tab, select Forward all mail through this connector to the
following smart hosts and enter the IP address of the Policy Patrol machine in
square brackets, e.g. [10.0.0.10] as per Figure 4. Click OK.
Step 4. Configure the SMTP service to send out mails to the Internet

= On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

= Right-click Default SMTP Virtual Server and select Properties.

= In the General tab, click on the Connection button. Verify that in the ‘Outgoing’
section, the TCP port is set to 25. Click OK.

x
 Incoming
W it znnections fod 10
Time-out (minuies) flo—
i Outgoing
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Time:out minuies) li—
¥ Limit cornections per domain to: 100
TCP port: £
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= Go to the Access tab and click on the Relay button. Select the option Only the list
below and click on Add.



Relay Restrictions x|

Seliect which camputer may relay through this vitual server:
£+ Only the list below
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Computers:

Access [ 1P Addiess [Mask] / Domain Name

Add.. [: I Fiemave
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ok | Cencel | Hep |

= Enter the internal IP address (can be the same as the external IP address) of the
bridgehead server in the Single computer dialog (in Figure 4 this is 10.0.0.15) and
click OK. Note: By entering the IP address of the Exchange bridgehead server here,
you are effectively blocking relaying for all other machines apart from the bridgehead
server, therefore ensuring that your relay server cannot be used for spamming.

2

Add ane of the following to the list.
{+ Single computer
IP address:

w. 0. 0.19 DNS Lookup,

" Group of computers
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" Domain

Fame;

Om- I Cancel | Help |

= Right-click Default SMTP Virtual Server and choose Stop. Then right-click again
and choose Start.
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Refresh
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You are now ready to start configuring rules in Policy Patrol to filter all your mails.
Scenario 2: Policy Patrol processes only outbound mail

If you only require Policy Patrol to process outbound mails (for instance if you only want
to add a disclaimer to outgoing messages), you just need to forward outbound mails to



the Windows SMTP service on the Policy Patrol machine, as per Figure 5 below. Your
inbound mails will still arrive directly at your bridgehead server. To configure Policy Patrol
to process your outbound mails, follow the next steps:

Exchange Server
10.0.0.14
Exchange
Bridgehead Server
10.0.0.15

Internet

Exchange Server
10.0.0.12

Policy Patrol
(Windows 2000/2003/XP)
10.0.0.10

Figure 5 - Policy Patrol processes outbound mail from the Exchange bridgehead server
Step 1. Forward your mails from the bridgehead server to the SMTP service

If vou have Exchange 2000/2003:

= Open the Exchange System Manager and expand the Connectors node.

= Right-click <SMTP Connector name=> and select Properties.

Internet Bridgehead Properties [ 7]

Addiess Space | Connected Fiouting Groups | Delivery Festrictions |
Content Restictions | Delivery Options | Advanced | Detas
General

% Internet Bridgehead

" Use DMS ta route to each address space on this connector
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Add.. Hemove

™ Do not allow public folder referrals

ok | cancel | s | Hen |

= In the General Tab, select Forward all mail through this connector to the
following smart hosts and enter the IP address of the Policy Patrol machine in
square brackets, e.g. [10.0.0.10] as per Figure 5. Click OK.



If yvou have Exchange 2007 Edge Transport Server:

= On the Exchange Server machine, open the Exchange Management Console.

= Expand the Edge Transport node. Open the tab Send Connectors. Right-click New
Send Connector...

= Follow the instructions in the connector wizard to set up the send connection to Policy
Patrol.

New SMTP Send Connector
==
[ Intiodustion Introduction
This wizard helps you create a new SMTP Send cornector on the selected Exchange

1 Addh
SR server. To configure properies nat shown i this wizard, in the Exchange Management
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1 Source Server Hame:
Mew Connector [test
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Select the intended use for this Send connector:

Custom

Deseription: Selzct this option ta create a customized cornector, which will be used to
connect with systems that are not Exchange servers

Help o (| cancel |

= In the Address Space, enter the IP address of the Policy Patrol machine. Click Next.

New SMTP Send Connector

1

b
7 Introduction Address space
O Address space Specify the address spacels) ta which this connectar will route maik
Netwark settings s add [ X
1 Source Server T [ Tope [
4 Mew Connector nooto smip
Completion
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= Check the completion of the wizard and click Finish.
Step 2. Configure the SMTP service to send out mails to the Internet

= On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.



Right-click Default SMTP Virtual Server and select Properties.

In the General tab, click on the Connection button. Verify that in the ‘Outgoing’
section, the TCP port is set to 25. Click OK.
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Go to the Access tab and click on the Relay button. Select the option Only the list
below and click on Add.

Relay Restrictions x|
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Enter the internal IP address (can be the same as the external IP address) of the
bridgehead server machine in the Single computer dialog (in Figure 5 this is
10.0.0.15) and click OK. Note: By entering the IP address of the bridgehead server
here, you are effectively blocking relaying for all other machines apart from the
bridgehead server, therefore ensuring that your relay server cannot be used for
spamming.
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Right-click Default SMTP Virtual Server and choose Stop. Then right-click again
and choose Start.
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Step 3. Forward NDRs from the SMTP service to the bridgehead server

If the SMTP service cannot deliver a particular message, the Non-delivery messages must
be routed back to the bridgehead server. Therefore you must configure the SMTP service
to forward messages to the bridgehead server. In this setup, the only messages that will
be forwarded are Non-delivery messages.

= In the Internet Services Manager, go to Default SMTP Virtual Server > Domains.
= Right-click Domains and select New > Domain.

= The New SMTP Domain Wizard will start up. Select Remote and click Next.

New SMTP Domain Wizard x|

‘welcome to the New SMTF Domain Wizard

Use this wizard to create a new domain on this SMTP
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Specily the domain Type
& Hemote

" Alias
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= Enter the domain name, for instance redearthsoftware.com. Click Finish.
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= Select the newly created domain. Right-click and choose Properties > General Tab.
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General | Advanced I
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Tick Allow incoming mail to be relayed to this domain. In the ‘Route domain’
section, select Forward all mail to smart host and enter the internal address (can
be the same as the external IP address) of the bridgehead server in between square
brackets, e.g. [10.0.0.15] as per Figure 5. Click OK. If you use multiple email
domains, repeat step 3 for each Exchange email domain.

You are now ready to start configuring rules in Policy Patrol to filter outbound mails.
Scenario 3: Policy Patrol processes only inbound mail

If you only want Policy Patrol to process inbound mails (for instance to stop spam), you
just need to forward incoming mails to the Windows SMTP service on the Policy Patrol
machine, as per Figure 6 below. Outgoing mails will continue to be sent out by the

bridgehead server. To configure Policy Patrol to process your inbound mails, follow the
next steps:
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Figure 6 - Policy Patrol processes inbound mail for the Exchange bridgehead server
Step 1. Direct incoming mail to the SMTP service on the Policy Patrol machine

Direct your incoming mail to the Windows SMTP service on the Policy Patrol machine
(the external DNS servers for your domain must have an mx (mail exchanger) record

pointing to the Policy Patrol machine). Furthermore, check the following settings in the
Default SMTP Virtual Server:

On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

Right-click Default SMTP Virtual Server, and click Properties.

In the General Tab, verify that your IP address is listed as (All Unassigned).
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Click on the Advanced button. Verify that the TCP Port is set to 25. Click OK.
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Step 2. Forward mails from the SMTP service to the bridgehead server

= In the Internet Services Manager, go to Default SMTP Virtual Server > Domains.
= Right-click Domains and select New > Domain.

= The New SMTP Domain Wizard will start up. Select Remote and click Next.

New SMTP Domain Wizard x|
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= Enter the domain name, for instance redearthsoftware.com. Click Finish.
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= Select the newly created domain. Right-click and choose Properties > General Tab.
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Tick Allow incoming mail to be relayed to this domain. In the ‘Route domain’
section, select Forward all mail to smart host and enter the internal IP address
(can be the same as the external IP address) of the bridgehead server in between
square brackets, e.g. [10.0.0.15] as per Figure 6. Click OK. If you use multiple

email domains, repeat step 2 for each email domain.

You are now ready to start configuring rules in Policy Patrol to filter inbound mails.

More information

= For more information on how to configure Policy Patrol, please consult the
program help or download the product manual from:
http://www.policypatrol.com/download.htm.

= For more information on relaying your mail through the Windows SMTP service,

consult the following Microsoft Knowledge Base article ‘XCON: How to set up
Windows 2000 as an SMTP Relay Server or Smart Host’ at:
http://support.microsoft.com/default.aspx?scid=kb;en-us;293800.

= If you still have questions after reading this document, please consult our online

knowledge base at http://www.redearthsoftware.com/kb.asp, or send an email to

support@redearthsoftware.com.
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