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Installing Policy Patrol with Lotus Domino

If you have Lotus Domino R5/R6 Mail Server, you must install Policy Patrol on a separate
Windows 2000/2003/XP machine and forward your mails to the Windows SMTP service
on the Policy Patrol machine. Policy Patrol will offer all functionality apart from internal
mail filtering. Depending on your requirements, you will need to forward incoming and/or
outgoing mails to the Policy Patrol machine. If you only want Policy Patrol to process
outbound mails (for instance for adding disclaimers) you only need to forward outgoing
mails. If you only want Policy Patrol to process incoming mails (for instance to block
spam) you just need to forward incoming mails. If you want to process inbound as well
as outbound mails, you must route all mail through the Policy Patrol machine. To use
Policy Patrol with Lotus Domino, follow the steps described below.

Step 1. Preparing for installation
System requirements
Before you install Policy Patrol make sure that the following is installed on the machine:

M Windows 2000 Professional/Server/Advanced Server, Windows Server 2003 or
Windows XP Professional.

M Windows SMTP service (part of Internet Information Services): This is installed by
default on Windows 2000 (Advanced) Server and is an option on Windows Server
2003, Windows 2000 Professional and Windows XP Professional. To install the SMTP
service, go to Start > Settings > Control Panel > Add/Remove Programs >
Add/Remove Windows Components. Select Internet Information Services
and click on Details. Check SMTP service. Any other required components are
checked automatically. Click OK. Click Next to install the SMTP service.

ﬂ
To add or remove a component, click the check box. & shaded box means that onlp part
of the component wil be installed. Ta see what's included in a component, click Details
Subcomponents of Internet Information Services (115 ):
| < Common Files 1.0MB =
[ @) Documentation 35MB
(] {IFile Transfer Protosol [FTF] Server 01 MB
(] @Froanage 2000 Server Extensions 41 MB
W '}ﬁ Intemet Information Services Shap-In 1.3MB

[ % Personal Web Manager 1.4 ME

Description:  SMTF Service

Total disk space required: 0.0MB Details...
Space available on disk: 7a31ME

M Microsoft .NET Framework 1.1: If you do not have Microsoft .NET Framework 1.1
installed, you must download Policy Patrol including the .NET Framework or download



the Microsoft .NET Framework from the Microsoft website:
http://msdn.microsoft.com/netframework/technologyinfo/howtoget/.

Step 2. Install Policy Patrol

Now install Policy Patrol according to the instructions below:

1.

10.

11.

Double-click on PolicyPatrol.exe. The Install Program will start up. If you do not
have Microsoft .NET Framework 1.1 installed (and the Policy Patrol download did not
include it), the installation program will ask you to install it first (see requirements).

In the Welcome screen, click Next.

Read the License Agreement and select I accept the license agreement. Click
Next.

Enter the user name and organization name. If you want anyone who is logged on to
the computer to be able to access Policy Patrol, select Anyone who uses this
computer (all users). If you only wish yourself to be able to access the program,
select Only for me (user name). Click Next.

Select Complete as the installation type. Click Next to continue.

Select the destination folder for the Policy Patrol installation. By default the program
is installed in C:\Program Files\Red Earth Software\Policy Patrol 3.0. If you wish to
change the location, click Browse and select another folder. When you are ready,
click Next.

Select the virtual SMTP server that you wish Policy Patrol to monitor. If you only have
one virtual SMTP server installed, leave the default option selected and click Next.

Confirm that you wish to proceed with the installation by clicking Next.

Policy Patrol will now start copying the files. When Policy Patrol is ready, click Finish
to exit the wizard.

Open the Policy Patrol Administration console by going to Start > Programs > Policy
Patrol 3.0 > Administration. Select <server name> and click Connect. Select the
license type that you wish to install. If you are evaluating, select an evaluation license
type. If you have purchased Policy Patrol, enter your serial number. Click OK.

Create a connector that retrieves your licensed users:

= Go to Users > Licensed Users > Connectors and click on the New button.
= Select Lotus Domino as the connector type and click Next.

» Enter the IP address of the Lotus Domino server, for instance 10.0.0.15. If your
LDAP service is listening on a different port than 389, you must also enter the
LDAP port as follows: <IP address>:<LDAP port>, €.g. 10.0.0.15:390.



¢ Lotus Domino Connector
Specify Lokus Doming conneckar settings.
Lise the fallowing server: LDap...
[i0.0.015
(%) Synchronize all users
Automatically add new users
Query filker:
(01 Synchronize the Following usersfobjects:
Mame - | Type | Email
4 B
[ e |
Help Cancel | = Previous | Next > |
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If, to access Lotus Domino, you require a different user log on than the one you
are currently logged on with, you can configure Policy Patrol to request user
credentials. This might be required if you are configuring a Connector to retrieve
users from a different domain. To specify different user credentials, click on the
LDAP button and select Prompt for credentials so that Policy Patrol will request
a user name and password before Lotus Domino is accessed. In Authentication
type, select None, Anonymous or Secure Sockets Layer. If you do not want
Policy Patrol to prompt for credentials, leave Use default credentials enabled.
Note: Remember that if you configure Policy Patrol to prompt for credentials,
Policy Patrol will not be able to replace user fields since it will require a log in
name and password in order to access Lotus Domino.

% LDAP settings

Specify LDAP settings.

) Use default credentials
=) Prompt: for credentials

Authentication kype:
[anomymous |

Help | [o]4 I Cancel |

Now select the users that you wish to license:

All _users: Select Synchronize all users. If you wish new users to be
automatically licensed, tick the check box Automatically add new users. This
means that when a new user sends an email for the first time, the user will be
licensed and any rule(s) applying to all users or groups that the user is a member
of (if the option Resolve group memberships is ticked in the connector), will be
automatically applied. Note that if you select to automatically add new users you
must make sure that you have purchased enough licenses to cover your users.
You can also configure a custom query filter that licenses all users that have a
certain Lotus Domino attribute. More information about this can be found in the
Policy Patrol manual. Click Next.

Selected users: Select Synchronize the following users/objects and click on
Add to select the licensed users. To remove users from the list, select the user(s)
and click Remove. Click Next.

Select the objects to be retrieved. You only need to select the objects that you
wish to apply rules to. Click Next.



= The user list will now be displayed. All entries with an email address will be
counted as a license. Click Next.

= Enter a connector name and click Finish

12. Go to <server name> > Advanced > System Configuration > System
notifications. Enter the email addresses for the Policy Patrol Administrator(s). These
addresses will be used for Policy Patrol system notifications and Administrator
notifications configured in rules. You must enter a From: address and at least one
To:, Cc: or Bcc: email address.

Step 3. Configure Policy Patrol as a mail gateway

Before Policy Patrol can actually filter your emails, you must ensure that your mail flows
through Policy Patrol. The following scenarios are possible:

= Scenario 1: Policy Patrol processes inbound and outbound mail
= Scenario 2: Policy Patrol processes only outbound mail
= Scenario 3: Policy Patrol processes only inbound mail

Select which scenario applies to your needs and follow the instructions for the appropriate
scenario below.

Scenario 1: Policy Patrol processes inbound and outbound mail

If you want Policy Patrol to filter all your mails, you will need to route all mail through the
Windows SMTP service on the Policy Patrol machine, as per figure 1 below. To do this,
follow the next instructions:

Lotus Domino R5/R6
SMTP service 10.0.0.15

Step 4 Step 3
Internet y JE
Step 1

Step 2

Policy Patrol
(Windows 2000/2003/XP)
10.0.0.10

Figure 1 - Policy Patrol processes inbound and outbound mail from Lotus Domino



Step 1. Direct incoming mail to the SMTP service on the Policy Patrol machine

Direct your incoming mail to the Windows SMTP service on the Policy Patrol machine
(the external DNS servers for your domain must have an mx (mail exchanger) record
pointing to the Policy Patrol machine). Furthermore, check the following settings in the
Default SMTP Virtual Server:

= On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

= Right-click Default SMTP Virtual Server, and click Properties.

= In the General Tab, verify that your IP address is listed as (All Unassigned).

Default SMTP Virtual Server Properties alx|

General |Access| Messagesl Dellvelyl LD&P F\oul\ngl Se:unlyl

Z55 Defaul SMTP Vitual Server

Hame: IDEFauII SMTP Vitual Server

IF address: [l Unassigned) 4 Advaﬂced

~ Connection
Configuie the connection infomation used by iz connection
TES0UICE, .

1 Enable logging
Active log farmat:

J14/3C Extended Log File Format =1} | Fropeties

ok | Cemcel | gl | Hen |

= (Click on the Advanced button. Verify that the TCP Port is set to 25. Click OK.

X
Canfigure multiple identities far this virtual server,
Address:
IP Address [ TCP Port
25
Add... | Edi.. | Remave |
UKIE I Cancel | Help |

Step 2. Forward mails from the SMTP service to Lotus Domino

= In the Internet Services Manager, go to Default SMTP Virtual Server >
Domains.

= Right-click Domains and select New > Domain.

= The New SMTP Domain Wizard will start up. Select Remote and click Next.



New SMTP Domain Wizard x|

‘Welcome to the New St TP Domain 'Wizard

Use this wizard to create a new domain o this SMTP
wirtual server.

Specify the domain Type:
& Remate

cBack [ Newy | Concel |

Enter the domain name, for instance redearthsoftware.com. Click Finish.

New SMTP Domain Wizard x|

Select Domain Nam

“what is the addiess space of mail that is to be delivered
by thiz domain? (For example = net, microsoft.com]

Mame:

redearthsaftuare. con

< Back I FWSE | Cancel |

Select the newly created domain. Right-click and choose Properties > General
Tab.

redearthsoftware.com Properties 2x|

General |Advanr_ed|

% redearthsaftware. com

Select the appropriate settings for your remate domain,
¥ &llow incoming mail to be relaped to this domain

™ Send HELO instead of EHLO

Outbound Security... I

Route domain

" Use DNS ta route to this domain

' Foward all mail to smart host
|[10.0‘0.15]

1] I Cancel | Apply | Help |

Tick Allow incoming mail to be relayed to this domain. In the ‘Route
domain’ section, select Forward all mail to smart host and enter the internal
IP address (can be the same as the external IP address) of the Lotus Domino
server in between square brackets, e.g. [10.0.0.15] as per Figure 1. Click OK.
If you use multiple email domains, repeat step 2 for each email domain.

Step 3. Forward your mails from Lotus Domino to the SMTP service

On the Lotus Domino machine, open the Domino Administration and select
Administration > Configuration from the top menu.



= Expand the Messaging node and select Messaging Settings. Click on Edit
Message Settings and go to the Basics tab.

#5LOTUS DOMIND Domain - Domina Administrator ; =18l x]

Ele Edit Wew Create Actions Administration Configuration Help

IEEE 2o cnhaE == M B |
Gro -]

']ju; LOTUS DOMING Domain | A, Welcome 3|

Peop\e&Gmupsl F\\esl Server. | Meszaging... | Replicatian Ennliguraliunl

&
Server. spafredtestnotes I =
% Frloase 5.0 on windows NT 5.0 Use Directory on: | Current Server > Tools
v [ Server
¢ ) Edit b Setti
@ & Cunent Server Documernt [ Miessage Betings

51 Al Server Documents [=]
&=l Configuralions iMotes'web Access | \MAF‘I Comments |
& Connections
=] Programs
=] Esternal Domain Netwark Inf
v B4 Messaging
o] Messaging Settings

Basics I Restrictions and Contrals | Message Tracking | Advaneed |

=1 Domains Mutmber of mailboxes:

1 Connections SMTP uzed when sending Enabled

E=] Configurations ressages outside of the lacal

=] Intemnet Sites internet domain

= File Identifications SMTP allowied within the local Disabled
» &3 Replication internet domain
4 tlfﬂ Directory Servers within the local Motes  Always
i [[] Policies domain are reachabls via
b i Web SMTP over TCFIP:
& Manitoring Configuration Address laokup: Fullnarrs then Lacal Part
v @l Chuster Exhaustive laokup Disabled
> & Dffine Services Relayhostfor messages  10.0.0.10
» [z Centificates leaving the local internet
» [ Miscellaneous dornain:

Local Internet domain smart
host:

Smarthostis used for all local  Disabled
internet domain recipients

Host name lookup: Dynamic then local

A =

I 2 Bffics 3

= Select Relay host for messages leaving the local internet domain under the
Router/SMTP basics section. Enter the IP address of the Policy Patrol machine,
e.g. 10.0.0.10 as per Figure 1. Save the changes by selecting the Save and
Close button.

= Now you must restart the Lotus Domino SMTP service as follows: Enter Tell
SMTP quit from the Domino Server console to stop the Domino SMTP Service.
Then enter 1oad SMTP to start the Domino SMTP Service again.

Step 4. Configure the SMTP service to send out mails to the Internet

= On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

= Right-click Default SMTP Virtual Server and select Properties.

= In the General tab, click on the Connection button. Verify that in the ‘Outgoing’
section, the TCP port is set to 25. Click OK.



51
~Incoming

T

Time-out [minutes):

 Dlutgoing

[¥ Limit connections to 1000
Time-gut (mintes)

[ Limit connections per domain to:

ARALI KR

TCP port:

0K I Cancel | Help |

Go to the Access tab and click on the Relay button. Select the option Only the
list below and click on Add.

Relay Restrictions x|

Select which computer may relsy through this vitual server
& Drly the list below
Al except the list below

Computers:

Access |_IF Acidress [Mask] / Domain Name

Add. t Fiemave

¥ &llow all computers which successhully authenticate ta relay, regardless
of the list above.

ok | cencel | Wb |

Enter the internal IP address (can be the same as the external IP address) of the
Lotus Domino server in the Single computer dialog (in Figure 1 this is
10.0.0.15) and click OK. Note: By entering the IP address of the Lotus Domino
server here, you are effectively blocking relaying for all other machines apart from
the Lotus Domino server, therefore ensuring that your relay server cannot be
used for spamming.

Computer =

Add one of the following to the list

@ Single computer
IP address:

m. 0. 0. 1§ DMS Lookup..

" Group of computers

Subnet addisss; Subriet mask:

" Domain

Hzme

T I

Right-click Default SMTP Virtual Server and choose Stop. Then right-click
again and choose Start.
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Pau:
Viewr 3

Refresh
Export List..,

Properties

Help

Stop the server [ [

You are now ready to start configuring rules in Policy Patrol to filter all your mails.
Scenario 2: Policy Patrol processes only outbound mail

If you only require Policy Patrol to process outbound mails (for instance if you only
want to add a disclaimer to outgoing messages), you just need to forward outbound
mails to the Windows SMTP service on the Policy Patrol machine, as per figure 2
below. Your inbound mails will still arrive directly at your Lotus Domino server. To
configure Policy Patrol to process your outbound mails, follow the next steps:

Lotus Domino R5/R6
10.0.0.15

Internet

Step 1

SMTP service

Policy Patrol
(Windows 2000/2003/XP)
10.0.0.10

Figure 2 - Policy Patrol processes outbound mail from Lotus Domino

Step 1. Forward your mails from Lotus Domino to the SMTP service

= On the Lotus Domino machine, open the Domino Administration and select
Administration > Configuration from the top menu.

= Expand the Messaging node and select Messaging Settings. Click on Edit
Message Settings and go to the Basics tab.
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= Select Relay host for messages leaving the local internet domain under the
Router/SMTP basics section. Enter the IP address of the Policy Patrol machine,
e.g. 10.0.0.10 as per Figure 2. Save the changes by selecting the Save and
Close button.

= Now you must restart the Lotus Domino SMTP service as follows: Enter Tell
SMTP quit from the Domino Server console to stop the Domino SMTP Service.
Then enter 1load sMTP to start the Domino SMTP Service again.

Step 2. Configure the SMTP service to send out mails to the Internet

= On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

= Right-click Default SMTP Virtual Server and select Properties.

= In the General tab, click on the Connection button. Verify that in the ‘Outgoing’
section, the TCP port is set to 25. Click OK.
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Go to the Access tab and click on the Relay button. Select the option Only the
list below and click on Add.

Relay Restrictions x|

Select which computer may relsy through this vitual server
& Drly the list below
Al except the list below

Computers:

Access |_IF Acidress [Mask] / Domain Name

Add. t Fiemave

¥ &llow all computers which successhully authenticate ta relay, regardless
of the list above.

ok | cencel | Wb |

Enter the internal IP address (can be the same as the external IP address) of the
Lotus Domino server in the Single computer dialog (in Figure 2 this is
10.0.0.15) and click OK. Note: By entering the IP address of the Lotus Domino
server here, you are effectively blocking relaying for all other machines apart from
the Lotus Domino server, therefore ensuring that your relay server cannot be
used for spamming.

Computer =

Add one of the following to the list

@ Single computer
IP address:

m. 0. 0. 1§ DMS Lookup..

" Group of computers

Subnet addisss; Subriet mask:

" Domain

Hzme

T I

Right-click Default SMTP Virtual Server and choose Stop. Then right-click
again and choose Start.
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Step 3. Forward mails (NDRs) from the SMTP service to Lotus Domino

If the SMTP service cannot deliver a particular message, the Non-delivery messages must
be routed back to the Lotus Domino server. Therefore you must configure the SMTP

service to forward messages to the Lotus Domino server. In this setup, the only
messages that will be forwarded are Non-delivery messages.

= In the Internet Services Manager, go to Default SMTP Virtual Server > Domains.
»= Right-click Domains and select New > Domain.
= The New SMTP Domain Wizard will start up. Select Remote and click Next.
]

‘welcome o the New SMTP Domain Wizard

Use I|‘1is wizard to create a new domain on this SMTP

virtual server,

Specify the domain Type:

 Hemate

" Alias

ok [ Hewy | Concel |
= Enter the domain name, for instance redearthsoftware.com. Click Finish.
|

Select Domain Mam:

“wWhat is the address space of mail that is to be delivered

by this domain? [For example * net, microsoft.com)

MName:;

redearthsoftware. con|

<Back [ Finish, | Concel |
W

Select the newly created domain. Right-click and choose Properties > General Tab.



redearthsoftware.com Properties x|

General | Advanced I

% redeanthsoftware.com

Select the appropriate settings far your remote domain,

[V Allow incoming mail to be relayed to this domain

™ Send HELO instead of EHLO

Outbaund Security...

Foute domain

£ Use DNS to route to this domain
& Forward all mail bo smart hast
|[10.0.0‘15]

ok | Cencel | sk | Hep |

Tick Allow incoming mail to be relayed to this domain. In the ‘Route domain’
section, select Forward all mail to smart host and enter the internal address (can
be the same as the external IP address) of the Lotus Domino server in between
square brackets, e.g. [10.0.0.15] as per Figure 2. Click OK. If you use multiple
email domains, repeat step 3 for each email domain.

You are now ready to start configuring rules in Policy Patrol to filter outbound mails.
Scenario 3: Policy Patrol processes only inbound mail

If you only want Policy Patrol to process inbound mails (for instance to stop spam), you
just need to forward incoming mails to the Windows SMTP service on the Policy Patrol

machine, as per figure 3 below. Outgoing mails will continue to be sent out by Lotus
Domino. To configure Policy Patrol to process your inbound mails, follow the next steps:

Lotus Domino R5/R6
10.0.0.15

Internet

SMTP service
\ =
Step 1 = Step 2

(Wind(l:vovlsiczyogoa/t;g(lB/XP)

10.0.0.10

Figure 3 - Policy Patrol processes inbound mail for Lotus Domino

Step 1. Direct incoming mail to the SMTP service on the Policy Patrol machine



Direct your incoming mail to the Windows SMTP service on the Policy Patrol machine
(the external DNS servers for your domain must have an mx (mail exchanger) record
pointing to the Policy Patrol machine). Furthermore, check the following settings in the
Default SMTP Virtual Server:

* On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

= Right-click Default SMTP Virtual Server, and click Properties.

= In the General Tab, verify that your IP address is listed as (All Unassigned).

Default SMTP ¥irtual Server Properties 2x|

General | Acosss | Messages | Defivery | LDAP Routing | Secuiy |

’S@ Default SMTP Virtual Server

Hame: IDefauIl SMTP Vitual Server
IP address: [4ll Unassigned) - Advafced .

i~ Connection
Configure the connection information used by this Connection,
resource,

—1 Enable lagging

Sotive log format

[14/3C Extended Log File Format =1} | Fropeties.

oK I Cancel | Apply | Help |

= Click on the Advanced button. Verify that the TCP Port is set to 25. Click OK.

x
Configure muliple identiies for this vitual server,
Address:
P Addiess [_TCF Fart |
=
sod. | Edi. | Remove |
DK& I Concel | Heln |

Step 2. Forward mails from the SMTP service to Lotus Domino
» In the Internet Services Manager, go to Default SMTP Virtual Server > Domains.
= Right-click Domains and select New > Domain.

= The New SMTP Domain Wizard will start up. Select Remote and click Next.



New SMTF Domain Wizard x|

‘welcome to the New SMTF Domain Wizard

Use this wizard to create a new domain on this SMTP
virtual server,

Specify the domain Type:

& Hemote

cBack [ Newy | Concel |

= Enter the domain name, for instance redearthsoftware.com. Click Finish.
x|
Select Domain Name
wihal is the address space of mal that is to be delfivered
by this domain? (For exampls * net, microsaft.com)
Name
Iredearthsnftwala con|
< Back I F\I’\ISE I Cancel |
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n

Select the newly created domain. Right-click and choose Properties > General Tab.

redearthsoftware.com Properties x|

General | Advanced |

% redeathsoitware com

Select the appropriate settings for your remote damain

¥ &llow incoming mail to be relaved to this domain

™ SendHELD instead of EHLO

Dutbound Security

Fioute domain

" Use DNS ta route to this domain

= Farward all mail to smark host
|[m.u.u 15]

ok | canced | ey | Hen |

Tick Allow incoming mail to be relayed to this domain. In the ‘Route domain’
section, select Forward all mail to smart host and enter the internal IP address
(can be the same as the external IP address) of the Lotus Domino server in between

square brackets, e.g. [10.0.0.15] as per Figure 3. Click OK. If you use multiple
email domains, repeat step 2 for each email domain.

You are now ready to start configuring rules in Policy Patrol to filter inbound mails.



More information

= For more information on how to configure Policy Patrol, please consult the
program help or download the product manual from:
http://www.policypatrol.com/docs/policypatrol3manual.pdf.

= For more information on relaying your mail through the Windows SMTP service,
consult the following Microsoft Knowledge Base article "XCON: How to set up
Windows 2000 as an SMTP Relay Server or Smart Host’ at:
http://support.microsoft.com/default.aspx?scid=kb;en-us;293800.

= If you still have questions after reading this document, please consult our online
knowledge base at http://www.redearthsoftware.com/kb.asp, or send an email to
support@redearthsoftware.com.

Contacting Red Earth Software

Red Earth Software LLC

200 Marcy Street

Portsmouth, NH 03801

United States

Phone: (603) 436-1319

Fax: (603) 457-8455

Sales: sales@redearthsoftware.com
Support: support@redearthsoftware.com

Red Earth Software (UK) Ltd

20 Market Place

Kingston-upon-Thames

Surrey KT1 1JP

United Kingdom

Tel: +44-(0)20-8605 9074

Fax: +44-(0)20-8605 9075

Sales: sales@redearthsoftware.co.uk
Support: support@redearthsoftware.co.uk
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