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Installing Policy Patrol with Lotus Domino

If you have Lotus Domino R5/R6 Mail Server, you must install Policy Patrol on a separate
Windows 2000/2003/XP machine and forward your mails to the Windows SMTP service
on the Policy Patrol machine. Policy Patrol will offer all functionality apart from internal
mail filtering. Depending on your requirements, you will need to forward incoming and/or
outgoing mails to the Policy Patrol machine. If you only want Policy Patrol to process
outbound mails (for instance for adding disclaimers) you only need to forward outgoing
mails. If you only want Policy Patrol to process incoming mails (for instance to block
spam) you just need to forward incoming mails. If you want to process inbound as well
as outbound mails, you must route all mail through the Policy Patrol machine. To use
Policy Patrol with Lotus Domino, follow the steps described below.

Step 1. Preparing for installation
System requirements
Before you install Policy Patrol make sure that the following is installed on the machine:

1. Windows 2000 Professional/Server/Advanced Server, Windows Server 2003 or
Windows XP Professional.

2. Windows SMTP service (part of Internet Information Services): This is installed by
default on Windows 2000 (Advanced) Server and is an option on Windows Server
2003, Windows 2000 Professional and Windows XP Professional. To install the
SMTP service, go to Start > Settings > Control Panel > Add/Remove
Programs > Add/Remove Windows Components. Select Internet
Information Services and click on Details. Check SMTP service. Any other
required components are checked automatically. Click OK. Click Next to install
the SMTP service.

Internet Information Services (I1S) ) x|
To add or remove a component, click the check box, & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details
Subcomponents of Intemet Information Services (IIS]:
] < Common Files 1.0ME =
[ @) Documentation 35ME
m] PF\\E Transfer Protocol [FTP) Server 0.1 MB
[ & FrantPage 2000 Server Extensions 41 M8

] '}ﬁ] Intemet Information Services Snap-ln 1.9MB

Description:  SMTP Service
Total dick spsce required 00ME Detais..
Space available on disk: 7831 MB —l

Cancel

M Microsoft .NET Framework 1.1: If you do not have Microsoft .NET Framework 1.1
installed, the installation program will install it for you (if the Policy Patrol



download included the .NET Framework), or download and then install it for you
(if the Policy Patrol download did not include the .NET Framework).

Step 2. Install Policy Patrol

Now install Policy Patrol according to the instructions below:

1. Double-click on PolicyPatrol.exe. The Install Program will start up. If you do not
have Microsoft .NET Framework 1.1 installed, the installation program will install it
for you (if the Policy Patrol download included the .NET Framework), or download
and then install it for you (if the Policy Patrol download did not include the .NET
Framework).

e
.l m Installing Components

The following items are being installed on your computer

Microsoft MET Framewark Files

.Net

Compiling MOF

I MOF: "CAWINNTSystem324wibem’.. \aspnet mof"!
I Time remaining: 5 seconds

2. In the welcome screen, click Next.
3. Read the License Agreement and click Yes to accept the agreement.

4. Enter your user name and company name. If you want anyone who is logged on
to the computer to be able to access Policy Patrol, select Anyone who uses this
computer (all users). If you only wish yourself to be able to access the
program, select Only for me (user name). Click Next.

5. Select the setup type. If you select Complete, the complete program will be
installed in the default folder C:\Program Files\Red Earth Software\Policy Patrol.
If you select Custom, you will be able to change the location of the Policy Patrol
folder and specify whether you wish to install the mail processor, Administration
console, Web monitor and/or sample rules. Click Next to continue.
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10.

Specify the user account that must be used for synchronization. Make sure that
this account has access rights to Lotus Domino. Click Next.

Review the installation settings. If they are correct, click Next to start copying
files.

When Policy Patrol has finished copying the files, the Policy Patrol Configuration
wizard will start up. In the welcome screen, click Next to start the wizard.

If you are evaluating Policy Patrol, click Next. If you have purchased Policy Patrol,
uncheck Install evaluation version and click Add. Enter your serial humber
and click OK. If you received your serial number via email, you can copy the
serial number from your email and click on the ‘Paste’ button. Click Next to
continue.

Policy Patrol Configuration Wizard
% ____ Policy Patrol Licenses

Enter your serial number(s)

If you are evaluating Policy Patrol, click Mext', If you have purchased Policy Patrol, uncheck 'Install
evaluation version' and dick *Add’ to enter your serial number,

Installed licenses:

Install Evaluation version

Serial rumber [ Product [ version [ License type

| »

Enter your local domain(s). Your local domain is the part after the @ sign of your
email address, for instance redearthsoftware.com. To add a local domain, click
on Add. Enter the domain, for instance redearthsoftware.com, and click OK.
To remove a local domain, click Remove.

Policy Patrol Configuration Wizard

%_ Local domains

Enter your local domain{s)

Pleass enter your local domain(s) below, Your local domain is the part after the @ sign of your email
addresses, for instance redearthsoftware.com’ or redearthsoftware.co.uk’, IF you do not wish Policy
Patral to pracess emails from certain mail servers, enter the IP addressies) in ‘Exclude IP addresses’,

Local domains: Exclude IP addesses:

campary.com

Remaove |

2 Hel ‘ < Previous | Eext> |

| Add | | Remove | | Add

If you do not wish Policy Patrol to process emails from certain mail servers, enter
the IP addresses in Exclude IP addresses. Click on Add, enter the IP address
and click OK. When you are ready, click Next.



11.

12.

13.

14.

Select the virtual SMTP server that you wish Policy Patrol to monitor. If you only
have one virtual SMTP server, the other options will be grayed out. Click Next.

Policy Patrol Configuration Wizard

% """ SMTP virtual server
Select SMTP virtual server

Select the SMTP wirtual server that Policy Patral should monitor:

(3) wirkual SMTP ssrver 1 (default)
() Wirkual SMTP server 2
() wirkual SMTP server 3

() Wirkual SMTP server 4

£ Hebp | Cancel || < Pravious || Mext > |

Enter the email address(es) for the Policy Patrol Administrator. These addresses
will be used for Policy Patrol system notifications and Administrator notifications
configured in rules. You can enter a To:, Cc: and Bcc: email address. Remember
that the From: field must include an existing, internal email address. Click Next.

You must configure at least one connector so that Policy Patrol can retrieve your
users. Select Lotus Domino connector, and enter the IP address of the Lotus
Domino server, for instance 10.0.0.15. If your LDAP service is listening on a
different port than 389, you must also enter the LDAP port as follows: <1p
address>:<LDAP port>, €.g. 10.0.0.15:390.

Policy Patrol Configuration Wizard

% Create Connector

Create your default connector

Since Policy Patrol uses connectors to retrieve users, you must create at least one connector, The
wizard will synchronize &l users from the connector, IF you wish to create more specific connectors,
uncheck Create default connector” and configure your connectar after installstion in ‘Cannectors’,

Create default connector
Selectbype: (™) Active Dirsctory/Exchange 2000 connector
() Exchange 5.5 connector
(3) Lotus Domina connector
Select server: () Use default Active Directory domain contraller
(&) Use the Following server:
[10.0.0.15

£ Hebp | < Pravious | gaxw ‘

The Default connector is not scheduled. If you want Policy Patrol to automatically
retrieve new users and updated user properties, you must configure scheduling of
the Default connector after installation from Connectors > Default connector >
Properties > Schedule tab.

Policy Patrol will now display all the users from the default connector. All users will
automatically be licensed. If you have more users than licenses, you must remove
some licensed users after installation in ‘Licensing’, since otherwise Policy Patrol
will select the licensed users randomly. Click Next.



Policy Patrol Configuration Wizard

% Policy Patrol Users

Default connector users

Palicy Patral has retrieved the Following users and groups from the default connector, All users are
automatically licensed, If you have more users than licenses, you must remove some licensed users
after installation in Licensing’,

Users:

Name Type [ Email =
Account Cperators Group

Administrator User Addministrator @company.com
Administratars Group

Amy Johnzon User Amyg@company com

Backup Operatars Group

Cert Publishers Group

Charles Smith User ChatlesS@oompany.com
David Tucker Cantact David_Tucker@hlaggsing com
Deliveries Group Deliveries@company com
DHCP Administrators Group -

[roes | Coon]

15. If you wish the Administrator to receive an email notification when a new Policy
Patrol update is available, check the option Enable automatic update
notifications. In addition to an email notification, the Policy Patrol Update Wizard
icon will appear in the system tray. Note that this option requires an Internet
connection on the Policy Patrol machine. Click Next.

16. If you wish to be able to administer Policy Patrol remotely, you must tick the
check box Enable Remote Administration. Enter the TCP port to use. By
default 8000 is used. If you have multiple Policy Patrol installations that you wish
to access remotely, each installation must use a different port. Select Publish
installation to display the computer in a list that can be connected to from the
remote machine. Note that this option is only possible if you have Active
Directory.

17. Click Finish to exit the configuration wizard.

Step 3. Configure Policy Patrol as a mail gateway

Before Policy Patrol can actually filter your emails, you must ensure that your mail
flows through Policy Patrol. The following scenarios are possible:

= Scenario 1: Policy Patrol processes inbound and outbound mail
= Scenario 2: Policy Patrol processes only outbound mail
= Scenario 3: Policy Patrol processes only inbound mail

Select which scenario applies to your needs and follow the instructions for the
appropriate scenario below.

Scenario 1: Policy Patrol processes inbound and outbound mail

If you want Policy Patrol to filter all your mails, you will need to route all mail through
the Windows SMTP service on the Policy Patrol machine, as per figure 1 below. To do
this, follow the next instructions:



Lotus Domino R5/R6

SMTP service 10.0.0.15
Step 4 Step 3
Internet T \5‘:
Step 1 = Step 2
Policy Patrol
(Windows 2000/2003/XP)
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Figure 1 - Policy Patrol processes inbound and outbound mail from Lotus Domino
Step 1. Direct incoming mail to the SMTP service on the Policy Patrol machine

Direct your incoming mail to the Windows SMTP service on the Policy Patrol machine
(the external DNS servers for your domain must have an mx (mail exchanger) record
pointing to the Policy Patrol machine). Furthermore, check the following settings in the
Default SMTP Virtual Server:

* On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

= Right-click Default SMTP Virtual Server, and click Properties.

= In the General Tab, verify that your IP address is listed as (All Unassigned).

Default SMTP ¥irtual Server Properties 2x|

General | Acosss | Messages | Defivery | LDAP Routing | Secuiy |

’S@ Default SMTP Virtual Server

Hame: IDefauIl SMTP Vitual Server

IP address: [4ll Unassigned) - AdvaEced .

i~ Connection
Configure the connection information used by this Connection,
resource,

—1 Enable lagging

Active log farmat;

[14/3C Extended Log File Format =1} | Fropeties.

1] I Cancel | Apply | Help |

= Click on the Advanced button. Verify that the TCP Port is set to 25. Click OK.



zl
Configure multiple identities for this virtual server,
Address:

P Addiess [_TCF Fart |
25

sod. | Edi. | Remove |

DK& I Concel | Heln |

Step 2. Forward mails from the SMTP service to Lotus Domino

= In the Internet Services Manager, go to Default SMTP Virtual Server >
Domains.
*= Right-click Domains and select New > Domain.
» The New SMTP Domain Wizard will start up. Select Remote and click Next.

=
‘Welcome to the New SMTP Domain Wwizard
U_se I:wis wizard to create a new domain on this SMTP
wirtual server.
Specify the domain Type:
(= Hemote
€ Alias

| uemi | Cancel |
n

Enter the domain name, for instance redearthsoftware.com. Click Finish.

New SMTP Domain Wizard x|

Select Domain Nam

N whatis the address space of mail that is to be delivered
by this domain? (For exampls * net, miciosoft.com|

Mamme:

redearthsaftwars, con

<gack | lesE | ool |

Select the newly created domain. Right-click and choose Properties > General
Tab.




redearthsoftware.com Properties alx|

General | Advanced |

% redearthsoftware. com

Select the appropriate settings for your remate domain,

¥ Allow incoming mail to be relayed ta this domain

™ Send HELD instead of EHLO

DOutbound Security... I

Fioute domain

€ Use DNS to route to this domain

& Farward all mail to smart hast

|[10.0‘0.15]

0K | Cencel | Ak | Hep |

Tick Allow incoming mail to be relayed to this domain. In the ‘Route
domain’ section, select Forward all mail to smart host and enter the internal
IP address (can be the same as the external IP address) of the Lotus Domino
server in between square brackets, e.g. [10.0.0.15] as per Figure 1. Click OK.

If you use multiple email domains, repeat step 2 for each email domain.

On the Lotus Domino machine, open the Domino Administration and select

Step 3. Forward your mails from Lotus Domino to the SMTP service

Administration > Configuration from the top menu.

Expand the Messaging node and select Messaging Settings. Click on Edit
Message Settings and go to the Basics tab.

E=] Configuratians
=1 Connections
=] Programs

v B4 Messaging
o] Messaging Settings
=] Domains
1 Connections
E=] Configurations
=] Intemet Sites
= File Identifications
» €3 Replication
¥ ﬂ:ﬂ Directary
» [2] Policies
o web
» & Muoritoring Corfiguration
4 .ﬂ Cluster
» & Offine Services
» [z Centificates
> [ Miscellaneous

=] Esternal Domain Netwark Inf

iMotes'web Access | \MAF‘I Comments |

Basics I Restrictions and Contrals | Message Tracking | Advaneed |

Murnber of mailboxes:

SMTP used when sending Enabled
messages outside of the local
internet domain

SMTF allowwed within the local Disabled
intemet domain

Servers within the local Motes  Always

domain are reachabls via

SMTP over TCPIP:

Address lookup: Fullharme then Local Part
Exhaustive lookup Dizabled

Relay hostfor messages 10.00.10
leaving the lacal internet
dornain:

Local Internet domain smart
host:

Smarthostis used for all local  Disabled
internet domain recipients

Host name lookup: Dynamic then local

g |

#5LOTUS DOMIND Domain - Domina Administrator =18l x]
Flle Edit Wiew Create Actions Administration Configuration  Help
R3] [Teoconhams-%= @ I
[0 -0@q-]
']ju; LOTUS DOMING Domain | A, Welcome 3|
E’,;\T Peop\e&Gmupsl F\\esl Server.. | Meszaging... | Replication EDnliguraliDﬂl
ETEE Server ;g;gzglg:;'w;‘edzwsNT . Use Directory on; [Curent Server =| | > Tools
v [ Server
¢ )Edit b Setf
) Cunent Server Document LINEEERPEEER
@ E=1 Al Server Documents [=]
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Select Relay host for messages leaving the local internet domain under the
Router/SMTP basics section. Enter the IP address of the Policy Patrol machine,

e.g. 10.0.0.10 as per Figure 1. Save the changes by selecting the Save and
Close button.

Now you must restart the Lotus Domino SMTP service as follows: Enter Tell
SMTP quit from the Domino Server console to stop the Domino SMTP Service.
Then enter 1oad sMTP to start the Domino SMTP Service again.

Step 4. Configure the SMTP service to send out mails to the Internet

On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

Right-click Default SMTP Virtual Server and select Properties.

In the General tab, click on the Connection button. Verify that in the ‘Outgoing’
section, the TCP port is set to 25. Click OK.

T x

~Incoming
¥ Limit conmections o [li—
Time-out [minutesk |1n—

~ Dutgoing
¥ Limit connections ta IW
Time-out [minvtes]: |1U—
[V Limit connections per domain to: lmﬂ_
TCP poit; IZE—

[ ok | Caed | Hen |

Go to the Access tab and click on the Relay button. Select the option Only the
list below and click on Add.

Relay Restrictions x|

Select wihich computer may relay through this virtual server
@ Drly the list below
" All except the list below

Compuiters

Access ‘ |P Address [Mask) / Domain Mame

Add. E Remove

¥ Allow &l computers which successhully authenticate to relay, regardiess
of the list above

1] I Cancel | Help |

Enter the internal IP address (can be the same as the external IP address) of the
Lotus Domino server in the Single computer dialog (in Figure 1 this is
10.0.0.15) and click OK. Note: By entering the IP address of the Lotus Domino
server here, you are effectively blocking relaying for all other machines apart from
the Lotus Domino server, therefore ensuring that your relay server cannot be
used for spamming.



zl
Add one of the following to the list,

& Single computer
IP address:

m. 0. 0.4 DNS Lookup.

" Group of computers

Subret addiess Subrst mask:

" Domain

Hame:

Un\ I Cancel | Help |

Right-click Default SMTP Virtual Server and choose Stop. Then right-click
again and choose Start.

aten vew || o B m(EFEB[@] > un
Tree | Hame I
§ Inkernet Information Services %Duma\ns
5 B * Server Current Sessions
) Defaul FTP Site (Stopped)

&) Defaul: Web Site
<

o]

Stark

Pau
Yiew 3

Refresh
Export Lisk...

Properties

Help

Stop the server

You are now ready to start configuring rules in Policy Patrol to filter all your mails.
Scenario 2: Policy Patrol processes only outbound mail

If you only require Policy Patrol to process outbound mails (for instance if you only
want to add a disclaimer to outgoing messages), you just need to forward outbound
mails to the Windows SMTP service on the Policy Patrol machine, as per figure 2
below. Your inbound mails will still arrive directly at your Lotus Domino server. To
configure Policy Patrol to process your outbound mails, follow the next steps:



Lotus Domino R5/R6
10.0.0.15

Internet
Step 1

SMTP service

Policy Patrol
(Windows 2000/2003/XP)
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Figure 2 - Policy Patrol processes outbound mail from Lotus Domino
Step 1. Forward your mails from Lotus Domino to the SMTP service

= On the Lotus Domino machine, open the Domino Administration and select
Administration > Configuration from the top menu.

= Expand the Messaging node and select Messaging Settings. Click on Edit
Message Settings and go to the Basics tab.

#5LOTUS DOMINO Domain - Domino Administrator =1=lx]

Fle Edit ¥iew Create Actions Administration Configuration Help

EEl 2o onhmmE == M
G0 - Q@A

F’-} LOTUS DOMINO Demain | A Welcome 3

(EE5| Pesgle t Gioups | Fies | Server.. | Messaging... | Repliestion | Configuration |
B ooy o Uee Diectoy on [Carertsomer =] | J» Toals
v [ Sewver il
Edit Bet
&) Cunent Server Document [ Miessage setings
@ 2] 4l Server Documents =

E=] Configurations

=] Cornections

E Programs

=] Esternal Domain Netwark Inf
v B4 Messaging

] Messaging Settings

iMotes\w/eb Access | \MAF’I Comrments |

Basics | Restiicions and Contrals | Message Tracking | advanced |

=] Domaine Mumber of mailboxes:

E=l Connections SMTF used when sending  Enabled

=l Configurations messages outside of the lacal

=1 Intemet Sites internet domain

= File Identifications SMTP allowed within the local Disabled
¥ O Replication intermet domain
» (i) Directory Servers within the local Motes  Always
» [&] Policies dormain are reachabls via
b web SMTF over TCRIP:
¥ @ Monitaring Configuration Address lookup: Fullname then Local Part
v @l Chaster Exhaustive laokup Disabled
> G D Servives Relay hostfor messages 1000.10
b [z=] Certficates leaving the local internet
» [ Miscellaneous dornain:

Local Internet domain smart
host:

Srnart hastis used for all lacal  Disabled
intemet domain recipients:

Host name lookup: Dynamic then local

. K
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Select Relay host for messages leaving the local internet domain under the
Router/SMTP basics section. Enter the IP address of the Policy Patrol machine,

e.g. 10.0.0.10 as per Figure 2. Save the changes by selecting the Save and
Close button.

Now you must restart the Lotus Domino SMTP service as follows: Enter Tell
SMTP quit from the Domino Server console to stop the Domino SMTP Service.
Then enter 1oad sMTP to start the Domino SMTP Service again.

Step 2. Configure the SMTP service to send out mails to the Internet

On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

Right-click Default SMTP Virtual Server and select Properties.

In the General tab, click on the Connection button. Verify that in the ‘Outgoing’
section, the TCP port is set to 25. Click OK.

T x

~Incoming
¥ Limit conmections o [li—
Time-out [minutesk |1n—

~ Dutgoing
¥ Limit connections ta IW
Time-out [minvtes]: |1U—
[V Limit connections per domain to: lmﬂ_
TCP poit; IZE—

[ ok | Caed | Hen |

Go to the Access tab and click on the Relay button. Select the option Only the
list below and click on Add.

Relay Restrictions x|

Select wihich computer may relay through this virtual server
@ Drly the list below
" All except the list below

Compuiters

Access ‘ |P Address [Mask) / Domain Mame

Add. E Remove

¥ Allow &l computers which successhully authenticate to relay, regardiess
of the list above

1] I Cancel | Help |

Enter the internal IP address (can be the same as the external IP address) of the
Lotus Domino server in the Single computer dialog (in Figure 2 this is
10.0.0.15) and click OK. Note: By entering the IP address of the Lotus Domino
server here, you are effectively blocking relaying for all other machines apart from
the Lotus Domino server, therefore ensuring that your relay server cannot be
used for spamming.



zl

Add one of the following to the list

& Single computer

IP address:
m. 0. 0.4 DNS Lookup.
" Group of computers
Subret addiess Subrst mask:
" Domain
Hame:

Un\ I Cancel | Help |

Right-click Default SMTP Virtual Server and choose Stop. Then right-click
again and choose Start.

=101 x|
sen oo [| & » [D@[E BR[E[ > 8
Tree | e I
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Stop the server

Step 3. Forward mails (NDRs) from the SMTP service to Lotus Domino

If the SMTP service cannot deliver a particular message, the Non-delivery messages must
be routed back to the Lotus Domino server. Therefore you must configure the SMTP

service to forward messages to the Lotus Domino server. In this setup, the only
messages that will be forwarded are Non-delivery messages.

In the Internet Services Manager, go to Default SMTP Virtual Server > Domains.
» Right-click Domains and select New > Domain.

The New SMTP Domain Wizard will start up. Select Remote and click Next.

New SMTP Domain Wizard x|

“welcome to the New SMTP Domain Wwizard

Use this wizard to create a new damain on this SMTP
wirtual server

< Back I ﬂexl>£ I Cancel




Enter the domain name, for instance redearthsoftware.com. Click Finish.

New SMTP Domain Wizard x|

Select Domain Mg

“what is the address space of mail that is to be deliversd
by this domain? [For example * net, micrasoft. com)

Name:

Iredearthsoftwale.con'{

cBack [ Frsh | Cancd |
1)

Select the newly created domain. Right-click and choose Properties > General Tab.

redearthsoftware.com Properties x|

General | Advanced |

% redeathsoitware com

Select the appropriate settings for your remote damain

¥ &llow incoming mail to be relaved to this domain

™ SendHELD instead of EHLO

Dutbound Security

Fioute domain

" Use DNS ta route to this domain

= Farward all mail to smark host
|[m.u.u 15]

ok | canced | ey | Hen |

Tick Allow incoming mail to be relayed to this domain. In the ‘Route domain’
section, select Forward all mail to smart host and enter the internal address (can
be the same as the external IP address) of the Lotus Domino server in between
square brackets, e.g. [10.0.0.15] as per Figure 2. Click OK. If you use multiple
email domains, repeat step 3 for each email domain.

You are now ready to start configuring rules in Policy Patrol to filter outbound mails.
Scenario 3: Policy Patrol processes only inbound mail

If you only want Policy Patrol to process inbound mails (for instance to stop spam), you
just need to forward incoming mails to the Windows SMTP service on the Policy Patrol

machine, as per figure 3 below. Outgoing mails will continue to be sent out by Lotus
Domino. To configure Policy Patrol to process your inbound mails, follow the next steps:
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Figure 3 - Policy Patrol processes inbound mail for Lotus Domino
Step 1. Direct incoming mail to the SMTP service on the Policy Patrol machine

Direct your incoming mail to the Windows SMTP service on the Policy Patrol machine
(the external DNS servers for your domain must have an mx (mail exchanger) record
pointing to the Policy Patrol machine). Furthermore, check the following settings in the
Default SMTP Virtual Server:

* On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

= Right-click Default SMTP Virtual Server, and click Properties.

= In the General Tab, verify that your IP address is listed as (All Unassigned).

Default SMTP Virtual Server Propetties alx|

General |Access| Messagesl Dellvelyl LDAP F\oulmgl Se:unlyl

% Default SMTP Vittual Server

E IDEFauII SMTF Vitlual Server

1P address: [A1 Unassigred) - Advaﬂced

r~ Connection
Configure the connection infarmation used by this e
IEsource,

1 Enable logging
Active log farmat:

['w3C Extended Log File Fomat =] | Fropeties

0Kk | Cencel | Aok | Hen |

Click on the Advanced button. Verify that the TCP Port is set to 25. Click OK.



x
Configure multiple identities for this vitual server.
Address:

P Address [ TCF Fart |
5

agd. | Edn. | Remove |

DK& I Cacel | Hep |

Step 2. Forward mails from the SMTP service to Lotus Domino

» In the Internet Services Manager, go to Default SMTP Virtual Server > Domains.

Right-click Domains and select New > Domain.

The New SMTP Domain Wizard will start up. Select Remote and click Next.

New SMTP Domain Wizard x|

‘welcome to the New SMTF Domain Wizard

Use this wizard to create a new domain on this SMTP
virtual server,

Specify the domain Type:

& Hemetd

" Alias

ok [ Hewy | Concel |

= Enter the domain name, for instance redearthsoftware.com. Click Finish.

New SMTF Domain Wizard x|

Select Domain Mame

“wWhat is the address space of mail that is to be delivered
by this domain? [For example * net, microsoft. com)

MName:;

redearthsoftware. con|

<Back [ Finish, | Concel |
¥

= Select the newly created domain. Right-click and choose Properties > General Tab.



redearthsoftware.com Properties x|

General | Advanced I

% redeanthsoftware.com

Select the appropriate settings far your remote domain,

[V Allow incoming mail to be relayed to this domain

™ Send HELO instead of EHLO

Outbaund Security...

Foute domain

£ Use DNS to route to this domain

& Forward all mail bo smart hast
|[10.0.0‘ 15]

ok | Cencel | sk | Hep |
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= Tick Allow incoming mail to be relayed to this domain. In the ‘Route domain
section, select Forward all mail to smart host and enter the internal IP address
(can be the same as the external IP address) of the Lotus Domino server in between
square brackets, e.g. [10.0.0.15] as per Figure 3. Click OK. If you use multiple
email domains, repeat step 2 for each email domain.

You are now ready to start configuring rules in Policy Patrol to filter inbound mails.

More information

= For more information on how to configure Policy Patrol, please consult the
program help or download the product manual from:
http://www.policypatrol.com/docs/policypatrol2manual.pdf.

= For more information on relaying your mail through the Windows SMTP service,
consult the following Microsoft Knowledge Base article "XCON: How to set up
Windows 2000 as an SMTP Relay Server or Smart Host’ at:
http://support.microsoft.com/default.aspx?scid=kb;en-us;293800.

= For more information on how to configure Policy Patrol to stop junk mail, please
download the document ‘How to filter spam with Policy Patrol’ from:
http://www.policypatrol.com/docs/How-to-filter-spam-with-Policy-Patrol. pdf.

= If you still have questions after reading this document, please consult our online
knowledge base at http://www.redearthsoftware.com/kb.asp, or send an email to
support@redearthsoftware.com.

Contacting Red Earth Software

Red Earth Software LLC

200 Marcy Street

Portsmouth, NH 03801

United States

Phone: (603) 436-1319

Fax: (603) 457-8455

Sales: sales@redearthsoftware.com
Support: support@redearthsoftware.com




Red Earth Software (UK) Ltd

20 Market Place

Kingston-upon-Thames

Surrey KT1 1JP

United Kingdom

Tel: +44-(0)20-8605 9074

Fax: +44-(0)20-8605 9075

Sales: sales@redearthsoftware.co.uk
Support: support@redearthsoftware.co.uk
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