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Installing Policy Patrol with Exchange Server 5.5

If you have Microsoft Exchange Server 5.5, you must install Policy Patrol on a separate
Windows 2000/2003/XP machine and forward your mails to the Windows SMTP service
on the Policy Patrol machine. Policy Patrol will offer all functionality for Exchange 5.5
apart from internal mail filtering. Depending on your requirements, you will need to
forward incoming and/or outgoing mails to the Policy Patrol machine. If you only want
Policy Patrol to process outbound mails (for instance for adding disclaimers) you only
need to forward outgoing mails. If you only want Policy Patrol to process incoming mails
(for instance to block spam) you just need to forward incoming mails. If you want to
process inbound as well as outbound mails, you must route all mail through the Policy
Patrol machine.

Note that you cannot install Policy Patrol on the same machine as Exchange 5.5, even if it
is installed on a Windows 2000 machine. This is because you need to remove the
Windows 2000 SMTP service to be able to start the Exchange 5.5 Internet Mail
Connector, and Policy Patrol requires the Windows SMTP service to function.

To use Policy Patrol with Exchange 5.5, follow the steps described below.

Step 1. Preparing for installation

System requirements

Before you install Policy Patrol make sure that the following is installed on the machine:

1. Windows 2000 Professional/Server/Advanced Server, Windows Server 2003 or
Windows XP Professional.

2. Windows SMTP service (part of Internet Information Services): This is installed by
default on Windows 2000 (Advanced) Server and is an option on Windows Server
2003, Windows 2000 Professional and Windows XP Professional. To install the
SMTP service, go to Start > Settings > Control Panel > Add/Remove
Programs > Add/Remove Windows Components. Select Internet
Information Services and click on Details. Check SMTP service. Any other
required components are checked automatically. Click OK. Click Next to install
the SMTP service.



Internet Information Services (T15) 1l x|

To add or remove a component, click the check bow. & shaded box means that onlp part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Internet Information Services (1IS):

| <> Common Files 10MB &
[ @ Documentation 15MB
[m] PFHE Tranzter Protocol [FTF) Server 0.1 MB
[ & FrantPage 2000 Server Extensions 4.1 MB
¥ F) Intemet Information Services Snap-n 1.3ME

[ @i Persor Manager 14 MB

Description:  SMTP Service

Total disk space required: 0.0MB Details.
Space available on disk: 7831MB

Cancel

M Microsoft .NET Framework 1.1: If you do not have Microsoft .NET Framework 1.1
installed, the installation program will install it for you (if the Policy Patrol
download included the .NET Framework), or download and then install it for you
(if the Policy Patrol download did not include the .NET Framework).

If you want to retrieve your users from Exchange 5.5

Policy Patrol uses LDAP to retrieve your users. If you wish to retrieve your users from
Exchange 5.5, you must make sure that LDAP is enabled and configured as follows:

1. Go to Microsoft Exchange Administrator > Organization > Site >
Configuration > Protocols > Properties > LDAP. In the General tab, make
sure that Enable protocol is ticked. By default the LDAP service listens on port
389. If your LDAP service is listening on a different port, make sure that the
correct port number is entered under Port number.

LDAP [Directory] Site Defaults Properties

E'_Fi_f!’j?f_ﬁ_l_:l F'ermissionsl Authentication | Anonymousl Searchl Referals I Idle Time-out I

w LDAP (Directory) Site Defaults

Display name: ILDAF‘ [Directary] Site Defaults
Directony name: |LDAP
Port number; |3ES

¥ Enable protocal

Administrative note:

Created Horme site: REDTESTNT Lazt modified
9417702 325 PM B/3/03 1218 P

ak I Cancel | Ll | Help |

2. Go to the Authentication tab and make sure that the following options are
ticked:

M Basic (Clear Text)
M Basic (Clear Text) using SSL

M Windows NT Challenge/Response



M Windows NT Challenge/Response using SSL

LDAP [Directory] Site Defaults Properties [ x]

General I Pemiszions

nonymousl Searchl Heferralsl Idie Timeroutl

%@ LDAP (Directory) Site Defaults

-4

hentication

Baszic [Clear Text] | Check the forms of

Basic (Clear To#t) using 551 authentication that clients are
allovwed to use

windows MT Challenge/R ezponse

‘windows NT Challenge/Responze using S50
MCIS Membership Sypstem

MCIS Membership Spstem using 550

LORREIS

0K I Cancel | e[ | Help |

3. Go to the Search tab and select the option Allow all substring searches
(slow) and set the Maximum number of search results returned to at least

10000.

Genera\l Permissionsl Authenticationl Anonymous ; _: Heferralsl Idle Time-out'

%@ LDAP (Directory) Site Detaults

Substing searche:

' Treat “any" substing searches as “intial” substing searches [fast]
€ Allows orly “initial" substiing searches [fast)

& Allow all substring searches [slow)

b agimum number of search results rebuned: 1000000

0.8 I Cancel | Lipply | Help |

4. When you are ready click OK to save any changes.
If you want to retrieve your users from Active Directory

If you want to retrieve your users from the Active Directory, you do not need to check
any LDAP settings since LDAP is already a requirement for Active Directory. However, you
must make sure that your users have an email address entered in Active Directory
Users and Computers > Users > <User name> > Properties > General Tab. If
there is no email address entered here, Policy Patrol will not retrieve the user.
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Step 2. Install Policy Patrol

Now install Policy Patrol according to the instructions below:

1. Double-click on PolicyPatrol.exe. The Install Program will start up. If you do not
have Microsoft .NET Framework 1.1 installed, the installation program will install it
for you (if the Policy Patrol download included the .NET Framework), or download
and then install it for you (if the Policy Patrol download did not include the .NET

Framework).
e
.- 1 Installing Components
The fallowing e are being installed on your computer
Microsoft MET Framewark Files
Net
n NNENNENNNNNNNENNENNENEENEEN
Campiling MOF
I MOF: "CAWINNT!System32iwbem.. \aspnet mof'
I Time remaining: 5 seconds

2. In the welcome screen, click Next.
3. Read the License Agreement and click Yes to accept the agreement.

4. Enter your user name and company name. If you want anyone who is logged on
to the computer to be able to access Policy Patrol, select Anyone who uses this
computer (all users). If you only wish yourself to be able to access the
program, select Only for me (user name). Click Next.



InstallShield Wizard |
Customer Information
Please enter your information

User Hame:

|John Doe

Company Mame:

|Doe Ine.

Install this application for
& Anyane who usss this computer [l ussrs]

" Only for me [John Doe)

Izt Shield

< Back Nekt% I Canesl |

Select the setup type. If you select Complete, the complete program will be
installed in the default folder C:\Program Files\Red Earth Software\Policy Patrol.

InstallShield Wizard x|

Setup Type
Choose the setup type that best suits your needs.

Click on the setup type pou wish to install

Desciiption

Adrministr ation
Install all features of Policy Patrol

Custam

st Shield

<Back Nexli I Cancel |

If you select Custom, you will be able to change the location of the Policy Patrol
folder and specify whether you wish to install the mail processor, Administration
console, Web monitor and/or sample rules. Click Next to continue.

Installshield Wizard x|

Select Features
Choose the features Setup will install

Select the features you want to install, and clear the features you do not want ta install,

Desciiption

=] Program fles
i This feature installs all

necessary files for the mail

processor.
g8 Bdrinistration
Space Required on C: 42860 K.
Space Available on C: 9216 K
ImstallGhield

<Back Nerd > Cancel |

Specify the user account that must be used for synchronization. Make sure that
this account has access rights to Exchange Server 5.5. If you wish to retrieve your
users from the Active Directory, you must make sure that the account has access

rights to the Active Directory. Click Next.

Review the installation settings. If they are correct, click Next to start copying
files.



10.

11.

When Policy Patrol has finished copying the files, the Policy Patrol Configuration
wizard will start up. In the welcome screen, click Next to start the wizard.

If you are evaluating Policy Patrol, click Next. If you have purchased Policy Patrol,
uncheck Install evaluation version and click Add. Enter your serial humber
and click OK. If you received your serial number via email, you can copy the
serial number from your email and click on the ‘Paste’ button. Click Next to
continue.

Policy Patrol Configuration Wizard

% Policy Patrol Licenses

Enter your serial number(s)

IF you are evaluating Policy Patral, click Mext', If yau have purchased Policy Patrol, uncheck ‘Tnstal
evaluation version' and click ‘Add’ to enter your serial number,

Installed licenses:

Install Evaluation version

Serial number [ Product [ version [ License bype
< | »
[ Help < Previous Naxtﬁ

Enter your local domain(s). Your local domain is the part after the @ sign of your
email address, for instance redearthsoftware.com. To add a local domain, click
on Add. Enter the domain, for instance redearthsoftware.com, and click OK.
To remove a local domain, click Remove.

Policy Patrol Configuration Wizard
%‘ Laocal domains

Enter your local domain(s)

Please enter your local domain{s) below. Your local domain is the part after the @ sign of yvour email
addresses, for instance vedearthsoftware.com’ or redearthsoftware.co.uk’, IF you do not wish Policy
Patrol to process emails from certain mail servers, enter the IP address(es) in ‘Exclude IP addresses’,

Local domains: Exclude IP addesses:
company.cam

[ aw |[ rewe ][ ew || rere ]

22 Help ‘ = Previous | Eext) |

If you do not wish Policy Patrol to process emails from certain mail servers, enter
the IP addresses in Exclude IP addresses. Click on Add, enter the IP address
and click OK. When you are ready, click Next.

Select the virtual SMTP server that you wish Policy Patrol to monitor. If you only
have one virtual SMTP server, the other options will be grayed out. Click Next.



Policy Patrol Configuration Wizard
% ____ SMTP virtual server
Select SMTP virtual server

Select the SMTP wirkual server that Policy Patral should monitor:

(3) Wirtual SMTP server 1 (defaulty
(3 Wirkual SMTP server 2
() wirtual SMTP server 5

(3 Wirkual SMTP server 4

oo [ [ ]

12. Enter the email address(es) for the Policy Patrol Administrator. These addresses
will be used for Policy Patrol system notifications and Administrator notifications
configured in rules. You can enter a To:, Cc: and Bcc: email address. Remember
that the From: field must include an existing, internal email address. Click Next.

Policy Patrol Configuration Wizard
% 7777 Policy Patrol Administrator

Enter the Administrator details

Enter the email address(=s) For the Folicy Patrol Administrator. These addresses will be used For Policy
Patrol system notifications and Administrator notifications configured in rules.,

From: |Adm|mstratnl’@cnmpany"cnm

To: |Admimstrator@company‘com ‘
@ |Adm|mstramr2@mmpany.mm ‘
B | ‘
[ Help < Previous Naxtﬁ

13. You must configure at least one connector so that Policy Patrol can retrieve your
users. You can retrieve your users and groups from Exchange 5.5 or Active
Directory:

If you want to retrieve your users from Exchange 5.5

If you want to retrieve your users from Exchange Server 5.5, select Exchange
5.5 connector, and enter the name or IP address of the Exchange Server, for
instance 10.0.0.15. If your LDAP service is listening on a different port than 389,
you must also enter the LDAP port as follows: <IP address>:<LDAP port>, €.g.

10.0.0.15:390.



14.

Policy Patrol Configuration Wizard
%ﬁm Create Connector

Create your default connector

Since Policy Patrol uses connectors to retrieve Users, you must create at least one connector, The
wizard will synchronize all users from the connector. IF you wish to create more specific connectors,
uncheck Create default connector’ and configure your connector after installation in ‘Connectors”,

Create default connector
Select type: () Active Directory/Exchange 2000 coninector
(%) Exchange 5.5 connector
(0 Lotus Doming connector
Select server: (73 Lise dsfault Active Dirsctory domain controllsr
(%) Lise the following server:
[10.0.0.15

If you want to retrieve your users from Active Directory

If you wish to retrieve your users from the Active Directory, select Active
Directory/Exchange 2000 connector. You can either use the default Active
Directory domain controller, or you can enter the name or IP address of another
domain controller.

Policy Patrol Configuration Wizard

% Create Connector

Create your default connector

Since Policy Patrol uses connectors to retrieve users, you must create at least one connector, The
wizard will synchronize &l users from the connector, IF you wish to create more specific connectors,
uncheck Create default connector” and configure your connectar after installstion in ‘Cannectors’,

Create default connector

Selectbtype:  (3) Active Dirsctory/Exchange 2000 connector
() Exchange 5.5 connector
(7 Lotus Domina connector

Select server: (=) Use default Active Directory domain contraller

() Use the Following server:

[roms | [oen

Policy Patrol will synchronize all users from the connector. If you wish to create a
more specific connector, uncheck Create default connector. You will then be
able to configure your connector after installation in ‘Connectors’. If you wish to
use multiple connectors, for instance one Exchange 5.5 connector and one Active
Directory connector, you can create the default connector during installation, and
add more connectors in the Administration console after installation. When you
are ready, click Next.

Note: The Default connector is not scheduled. If you want Policy Patrol to
automatically retrieve new users and updated user properties, you must configure
scheduling of the Default connector after installation from Connectors > Default
connector > Properties > Schedule tab.

Policy Patrol will now display all the users from the default connector. All users will
automatically be licensed. If you have more users than licenses, you must remove
some licensed users after installation in ‘Licensing’, since otherwise Policy Patrol
will select the licensed users randomly. Click Next.



Policy Patrol Configuration Wizard

% Policy Patrol Users

Default connector users

Palicy Patral has retrieved the Following users and groups from the default connector, All users are
automatically licensed, If you have more users than licenses, you must remove some licensed users
after installation in Licensing’,

Users:

Name Type [ Email =
Account Cperators Group

Administrator User Addministrator @company.com
Administratars Group

Amy Johnzon User Amyg@company com

Backup Operatars Group

Cert Publishers Group

Charles Smith User ChatlesS@oompany.com
David Tucker Cantact David_Tucker@hlaggsing com
Deliveries Group Deliveries@company com
DHCP Administrators Group -

[roes | Coon]

15. If you wish the Administrator to receive an email notification when a new Policy
Patrol update is available, check the option Enable automatic update
notifications. In addition to an email notification, the Policy Patrol Update Wizard
icon will appear in the system tray. Note that this option requires an Internet
connection on the Policy Patrol machine. Click Next.

16. If you wish to be able to administer Policy Patrol remotely, you must tick the
check box Enable Remote Administration. Enter the TCP port to use. By
default 8000 is used. If you have multiple Policy Patrol installations that you wish
to access remotely, each installation must use a different port. Select Publish
installation to display the computer in a list that can be connected to from the
remote machine. Note that this option is only possible if you have Active
Directory.

17. Click Finish to exit the configuration wizard.

Step 3. Configure Policy Patrol as a mail gateway

Before Policy Patrol can actually filter your emails, you must ensure that your mail
flows through Policy Patrol. The following scenarios are possible:

= Scenario 1: Policy Patrol processes inbound and outbound mail
= Scenario 2: Policy Patrol processes only outbound mail
= Scenario 3: Policy Patrol processes only inbound mail

Select which scenario applies to your needs and follow the instructions for the
appropriate scenario below.

Scenario 1: Policy Patrol processes inbound and outbound mails

If you want Policy Patrol to filter all your mails, you will need to route all mail through
the Windows SMTP service on the Policy Patrol machine, as per Figure 1 below. To do
this, follow the next instructions:



Exchange Server 5.5
(Windows NT/2000)

SMTP service 10.0.0.15
Step 4 Step 3
Internet | =
Step 1 = Step 2
Policy Patrol
(Windows 2000/2003/XP)
10.0.0.10

Figure 1 - Policy Patrol processes inbound and outbound mail from Exchange Server 5.5
Step 1. Direct incoming mail to the SMTP service on the Policy Patrol machine

Direct your incoming mail to the Windows SMTP service on the Policy Patrol machine
(the external DNS servers for your domain must have an mx (mail exchanger) record
pointing to the Policy Patrol machine). Furthermore, check the following settings in the
Default SMTP Virtual Server:

= On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

= Right-click Default SMTP Virtual Server, and click Properties.

= In the General Tab, verify that your IP address is listed as (All Unassigned).

Default SMTP ¥irtual Server Properties 2x|

General | Access | Messages | Defivery | LDAP Routing | Secuiy |

% Default SMTP Virtual Server

Hame: IDefauIl SMTP Vitual Server

IP address: [4ll Unassigned) - AdvaEced .

i~ Connection
Configure the connection information used by this Connection,
resource,

1 Enable logging

Sotive log farmat;

[14/3C Estended Log File Format =1} | Fropeties.

1] I Cancel | Apply | Help |

= Click on the Advanced button. Verify that the TCP Port is set to 25. Click OK.



zl
Configure multiple identities for this virtual server,
Addiess:

P ddiess [_TCF Fart |
25

sd. | Edi. | Remove |

DK& I Concel | Heln |

Step 2. Forward mails from the SMTP service to Exchange 5.5

In the Internet Services Manager, go to Default SMTP Virtual Server >
Domains.

*= Right-click Domains and select New > Domain.

The New SMTP Domain Wizard will start up. Select Remote and click Next.

New SMTP Domain Wizard x|

‘Welcome to the New SMTP Domain YWwizard

Use this wizard to create a new domain on this SMTF
wirtual server.

Specify the domain Type:
& Fematel

 Alias

| uemi | ool |

Enter the domain name, for instance redearthsoftware.com. Click Finish.

New SMTP Domain Wizard x|

Select Domain Nam

N whatis the address space of mail that is to be delivered
by this domain? (For exampls * net, miciosoft.com|

Mamme:

redearthsaftwars, con

<gack | lesE | ool |

Select the newly created domain. Right-click and choose Properties > General
Tab.




redearthsoftware.com Praperties

General | Advanced |

% redearthsoftware. com

2

Select the appropriate settings for your remate domain,

¥ Allow incoming mail to be relayed ta this domain

™ Send HELD instead of EHLO

DOutbound Security... I

Fioute domain

€ Use DNS to route to this domain

& Farward all mail to smart hast

|[10.0‘0.15]

0K | Cencel | Appy

| hew |

Tick Allow incoming mail to be relayed to this domain. In the ‘Route
domain’ section, select Forward all mail to smart host and enter the internal
IP address (can be the same as the external IP address) of the Exchange Server
in between square brackets, e.g. [10.0.0.15] as per Figure 1. Click OK. If you
use multiple email domains, repeat step 2 for each email domain.

Step 3. Forward your mails from Exchange 5.5 to the SMTP service

On the Exchange 5.5 machine, open Exchange Administrator and go to
Organization > Site > Configuration > Connections > Internet Mail
Service > Properties.

In the Connections tab go to the ‘Message Delivery’ section and in the dialog
box Forward all messages to host enter the IP address of the Policy Patrol
machine (10.0.0.10 in Figure 1). Click OK.

Internet Mail Service (IMOLA) Properties [ x|

Queues I Routing

Security
General | Petmissiors | Connected Sites | Addiess Space | Delivery Restrictions
Diagnostics Logaing I Internet Mail | Diakup Connections

Internet Mail Service (IMOLA)

Connections

Message Deliver
€ Use domain name system [DNS)

¥ Fomard all messages to host:

" Dutbound Only 10.0.0.10

 None [Flush Queuss) T =

E-Mail Domain.

~ficcept Connections
' From any host (secure or non-secure]

Adwanced Specify by E-Mai Domain:

Betry interval [hrg)

O fom hosts g[S o] || [E 510
SpeciybyHost.. | Message Fiteing.. | Timeouts .|

Service Message Dueues —

I™ Clients can only submit if homed on this server

™ Clients can only submit it authentication account matches submission address

oK I Cancel I Apply |

Help |

A dialog will pop up, asking you to restart the Microsoft Exchange Internet
Mail Service. Go to Start > Settings > Control Panel > Services (Windows
NT) or Start > Settings > Control Panel > Administrative Tools >
Services (Windows 2000/2003/XP). Select ‘Microsoft Exchange Internet Mail



Service’ from the list, right-click and choose Stop. When the service has
stopped, right-click and choose Start.

Step 4. Configure the SMTP service to send out mails to the Internet

= On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

= Right-click Default SMTP Virtual Server and select Properties.

= In the General tab, click

on the Connection button. Verify that in the

‘Outgoing’ section, the TCP port is set to 25. Click OK.

x
 Incoming
I {Limi zanneetions foi 1o
Time-out (minues) flo——
i Outgoing
¥ Limit cornections te: IW
Time-out [minutes] [li—
[¥ Limit connections per domain to: IT
TCP part: 25
[ ok | coeel | Hep |

= Go to the Access tab and click on the Relay button. Select the option Only
the list below and click on Add.

Relay Restrictions x|

Select which camputer may relsy through this vitusl server:
1+ Only the list below
1 All except the list below

Computers:

Acoess [ 1P Address (Mask] / Domain Name

Add [: I Fiemave

¥ Allaw all computers which successhully suthenticate to ielay, rzgardiess
of the list above.

ok | Cencel | Hem

» Enter the internal IP address (can be the same as the external IP address) of
the Exchange Server machine in the Single computer dialog (in Figure 1 this
is 10.0.0.15) and click OK. Note: By entering the IP address of the Exchange
Server here, you are effectively blocking relaying for all other machines apart

from the Exchange Server,
be used for spamming.

therefore ensuring that your relay server cannot



x

Add one of the following ta the list.

1+ Single computer
IF addiess.

M.0.0 .14 DNS Lookup

" Giroup of computers
Subnet addiess; Subnet mask;
" Domain

H&me;

Elkf\ I Cancel | Help |

»= Right-click Default SMTP Virtual Server and choose Stop. Then right-click
again and choose Start.

e
| awon vew || & = BmEFEE 2> =m0
Tree | Name [

[ Totermet Infarmation Services % Domains

£-8 * Server €7 Current Sessions
#=) Default FTP Site (Stopped)
w8 Default Web Site

g

Start.

Pau
View »
Refresh
Expart List...

Propetties

Help

|Stop the server

You are now ready to start configuring rules in Policy Patrol to filter all your mails.
Scenario 2: Policy Patrol processes only outbound mail

If you only require Policy Patrol to process outbound mails (for instance if you only
want to add a disclaimer to outgoing messages), you just need to forward outbound
mails to the Windows SMTP service on the Policy Patrol machine, as per Figure 2
below. Your inbound mails will still arrive directly at your Exchange 5.5 Server. To
configure Policy Patrol to process your outbound mails, follow the next steps:



Exchange Server 5.5
(Windows NT/2000)
10.0.0.15

Internet
Step 1

SMTP service

Policy Patrol
(Windows 2000/2003/XP)
10.0.0.10

Figure 2 - Policy Patrol processes outbound mail from Exchange Server 5.5
Step 1. Forward your mails from Exchange 5.5 to the SMTP service

= On the Exchange 5.5 machine, open Exchange Administrator and go to
Organization > Site > Configuration > Connections > Internet Mail
Service > Properties.

= In the Connections tab go to the ‘Message Delivery’ section and in the dialog
box Forward all messages to host enter the IP address of the Policy Patrol
machine (10.0.0.10 in Figure 2). Click OK.

Internet Mail Service (IMOLA) Properties [4]
Queues | Routing | Seculy |
General | Permissions | Cornected Sites | Address Space | Delivery Restrictions |
Diagnostics Logaing | Interet bail | Dialup Connections Cannections
o g o
Internet Mail Service (IMOLA)
 Transter Mod Meszage Deliver
% Inbound & Outbound € Use domain name system [DNS)
€ Inbound Only " Fonward all messages to host:
€ Dutbound Only 10.0.8.10

 Mone [Flush Queues) ™ Dial ysing: =
Advanced.. Specify by E-Mail Domain: E-Mail Domain...

~Accept Connections—————————— [~ Service Message Queues —
& Fram any host [secure of noresecure] Betry interval (hrs)

€ Only from hosts using: [0heicaion - 25,.5.1.4
Specity by Host. | Message Fitering... | Time-outs.

™ Clients can oy submit it homed an this server

™ Clients can only submit it authentication account matches subrmission address

ok I Cancel I Apply | Help |

= A dialog will pop up, asking you to restart the Microsoft Exchange Internet
Mail Service. Go to Start > Settings > Control Panel > Services (Windows
NT) or Start > Settings > Control Panel > Administrative Tools >
Services (Windows 2000/2003/XP). Select ‘Microsoft Exchange Internet Mail



Service’ from the list, right-click and choose Stop. When the service has
stopped, right-click and choose Start.

Step 2. Configure the SMTP service to send out mails to the Internet

= On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

= Right-click Default SMTP Virtual Server and select Properties.

= In the General tab, click

on the Connection button. Verify that in the

‘Outgoing’ section, the TCP port is set to 25. Click OK.

x
 Incoming
I {Limi zanneetions foi 1o
Time-out (minues) flo——
i Outgoing
¥ Limit cornections te: IW
Time-out [minutes] [li—
[¥ Limit connections per domain to: IT
TCP part: 25
[ ok | coeel | Hep |

= Go to the Access tab and click on the Relay button. Select the option Only
the list below and click on Add.

Relay Restrictions x|

Select which camputer may relsy through this vitusl server:
1+ Only the list below
1 All except the list below

Computers:

Acoess [ 1P Address (Mask] / Domain Name

Add [: I Fiemave

¥ Allaw all computers which successhully suthenticate to ielay, rzgardiess
of the list above.

ok | Cencel | Hem

» Enter the internal IP address (can be the same as the external IP address) of
the Exchange Server machine in the Single computer dialog (in Figure 2 this
is 10.0.0.15) and click OK. Note: By entering the IP address of the Exchange
Server here, you are effectively blocking relaying for all other machines apart

from the Exchange Server,
be used for spamming.

therefore ensuring that your relay server cannot



x

Add one of the following ta the list.

1+ Single computer
IF addiess.

M.0.0 .14 DNS Lookup
" Giroup of computers
Subnet addiess; Subnet mask;
" Domain
H&me;

Elkf\ I Cancel | Help |

»= Right-click Default SMTP Virtual Server and choose Stop. Then right-click
again and choose Start.

e
| awon vew || & = BmEFEE 2> =m0
Tree | Name [

[ Totermet Infarmation Services % Domains

£-8 * Server €7 Current Sessions
#=) Default FTP Site (Stopped)
w8 Default Web Site

g

Start.

Pau
View »
Refresh
Expart List...

Propetties

Help

|Stop the server

Step 3. Forward mails (NDRs) from the SMTP service to Exchange 5.5

If the SMTP service cannot deliver a particular message, the Non-delivery messages
must be routed back to the Exchange 5.5 Server. Therefore you must configure the
SMTP service to forward messages to the Exchange 5.5 Server. In this setup, the
only messages that will be forwarded are Non-delivery messages.

= In the Internet Services Manager, go to Default SMTP Virtual Server >
Domains.

= Right-click Domains and select New > Domain.

= The New SMTP Domain Wizard will start up. Select Remote and click Next.

New SMTP Domain Wizard x|

‘Welcome to the New St TP Domain 'Wwizard

Use thiz wizard to create a new domain on this SMTP
vitual server.

Specify the domain Type:

 Rematd

T Alias

< Back I Nest 3, | Cancel




» Enter the domain name, for instance redearthsoftware.com. Click Finish.

New SMTP Domain Wizard x|

Select Domain Nam

‘what is the address space of mail that is to be delivered
by this domain? (For exampls * net, miciosoft.com|

Mamme:

redearthsaftwars, con

<gack | lesE | ool |

= Select the newly created domain. Right-click and choose Properties > General
Tab.

redearthsoftware.com Properties 21|

General |Advanuad|

% redearthsoltware.com

Select the appropriate settings for your remote domain.
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= Tick Allow incoming mail to be relayed to this domain. In the ‘Route
domain’ section, select Forward all mail to smart host and enter the internal
address (can be the same as the external IP address) of the Exchange Server in
between square brackets, e.g. [10.0.0.15] as per Figure 2. Click OK. If you
use multiple email domains, repeat step 3 for each email domain.

You are now ready to start configuring rules in Policy Patrol to filter outbound mails.
Scenario 3: Policy Patrol processes only inbound mail

If you only want Policy Patrol to process inbound mails (for instance to stop spam), you
just need to forward incoming mails to the Windows SMTP service on the Policy Patrol
machine, as per Figure 3 below. Outgoing mails will continue to be sent out by
Exchange 5.5. To configure Policy Patrol to process your inbound mails, follow the next
steps:
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Figure 3 - Policy Patrol processes inbound mail for Exchange Server 5.5
Step 1. Direct incoming mail to the SMTP service on the Policy Patrol machine

Direct your incoming mail to the Windows SMTP service on the Policy Patrol machine
(the external DNS servers for your domain must have an mx (mail exchanger) record
pointing to the Policy Patrol machine). Furthermore, check the following settings in the
Default SMTP Virtual Server:

= On the Policy Patrol machine, go to Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager.

= Right-click Default SMTP Virtual Server, and click Properties.

= In the General Tab, verify that your IP address is listed as (All Unassigned).
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= Click on the Advanced button. Verify that the TCP Port is set to 25. Click OK.
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Step 2. Forward mails from the SMTP service to Exchange 5.5

= In the Internet Services Manager, go to Default SMTP Virtual Server >
Domains.
*= Right-click Domains and select New > Domain.

The New SMTP Domain Wizard will start up. Select Remote and click Next.
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= Enter the domain name, for instance redearthsoftware.com. Click Finish.
2
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Select the newly created domain. Right-click and choose Properties > General
Tab.
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= Tick Allow incoming mail to be relayed to this domain. In the ‘Route
domain’ section, select Forward all mail to smart host and enter the internal
IP address (can be the same as the external IP address) of the Exchange Server
in between square brackets, e.g. [10.0.0.15] as per Figure 3. Click OK. If you
use multiple email domains, repeat step 2 for each email domain.

You are now ready to start configuring rules in Policy Patrol to filter inbound mails.

More information

= For more information on how to configure Policy Patrol, please consult the
program help or download the product manual from:
http://www.policypatrol.com/docs/policypatrol2manual.pdf.

= For more information on relaying your mail through the Windows SMTP service,
consult the following Microsoft Knowledge Base article "XCON: How to set up
Windows 2000 as an SMTP Relay Server or Smart Host’ at:
http://support.microsoft.com/default.aspx?scid=kb;en-us;293800.

= For more information on how to configure Policy Patrol to stop junk mail, please
download the document ‘How to filter spam with Policy Patrol’ from:
http://www.policypatrol.com/docs/How-to-filter-spam-with-Policy-Patrol. pdf.

= If you still have questions after reading this document, please consult our online
knowledge base at http://www.redearthsoftware.com/kb.asp, or send an email to
support@redearthsoftware.com.

Contacting Red Earth Software

Red Earth Software LLC

200 Marcy Street

Portsmouth, NH 03801

United States

Phone: (603) 436-1319

Fax: (603) 457-8455

Sales: sales@redearthsoftware.com
Support: support@redearthsoftware.com




Red Earth Software (UK) Ltd

20 Market Place

Kingston-upon-Thames

Surrey KT1 1JP

United Kingdom

Tel: +44-(0)20-8605 9074

Fax: +44-(0)20-8605 9075

Sales: sales@redearthsoftware.co.uk
Support: support@redearthsoftware.co.uk
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